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Advanced Metering System Implementation Guide 

Purpose: 

This document serves as the Genera1 Services Administration's Public Buildings Service guidance for implementing Advanced Metering Systems (AMS). Existing Advanced metering systems shall be evaluated individually and have the necessary corrective actions taken to bring them in concurrence with this guidance. 

History: 

The passing of the Energy Policy Act of2005 brought about a mandate to place "advanced meters for electricity only" in all Government buildings by 2012 to take advantage of “demand response" requirements outlined in the aforementioned Act. This started the initiative for the Advanced Metering project currently underway by the Energy Center of Expertise (ECOE). When the Energy Independence and Security Act of 2007 passed, the initial advanced metering requirement was expanded from electricity only advanced meters to now include gas and steam advanced meters. GAO report 04-844 outlined potential energy savings by the use of “demand response" programs. To aid in the use of these programs GSA provided specific language to be incorporated in the Facilities Standards Handbook (PBS Pl OD) that outlines the use of Advanced Metering systems. 

Overview: 

The General Services Administration, Public Buildings Service, Systems Integration Division recommends the regions utilize industry standard solutions for their Advanced Metering System project. This approach will provide the most expedient solution possible to help ensure the mandated implementation date is achieved. Solutions that utilize the GSA network infrastructure shall adhere to the GSA hardening guidelines for network and device security. HSPD-12 clearances shall be required for all contractors and GSA associates that have access to the systems, remotely or on-site, after initial system install. Adhering to these guidelines will ensure that utilization of security measures currently in place will help mitigate potential risks from these systems. 

System Capabilities: 
“The capacities of each system vary greatly from vendor to vendor and arc also based on the desired implementation. This document will not be specific to any particular type of system but its guidelines should be followed for any solution selected for these types of applications."

Advanced metering systems are designed to monitor and/or store energy consumption data for specific building systems or the building in its entirety. Typically these systems will collect, analyze and provide reports for the collected data. This data can be used to show compliance with the local power companies "on-demand" programs. These systems can also be integrated with building automation systems. 

Communication Requirements: 

Advanced Metering systems may either utilize the GSA network infrastructure or vendor provided connectivity to satisfy the requirement. Advanced Metering systems that utilize GSA network infrastructure will adhere to existing IT Security and Networking policy. Bandwidth requirements will be evaluated for all locations to ensure an adequate selection is made based on system and staffing requirements. Buildings that do not maintain GSA personnel and have no existing GSA network infrastructure in place but require an Advanced Metering system to be installed can either have the infrastructure extended to allow for these systems or have the connectivity provided by the vendor. Solutions that do not utilize the GSA network infrastructure will be subject to satisfying GSA IT Security policies for transmitting the required/requested data to the Energy Center of Expertise's central collection server. 

**Systems with connectivity provided for by the vendor will NOT be supported by GSA IT personnel in whole or in part. ** 

System types: 

Advanced metering systems' connectivity can generally be classified as one of the following three types: 

Type I:  Systems that connect directly to the GSA network and provide no outside connectivity for non-GSA cleared personnel. All software/server updates/patches are performed and maintained by GSA personnel in conjunction with the vendor. GSA owns and maintains all associated equipment. **See attached diagram page**
Type 2:  Systems that connect directly to the GSA network yet provide a 3rd party vendor remote access to perform troubleshooting, setup or any other functions required for the system to operate as specified. Software updates/patches are performed by the vendor in conjunction with GSA personnel. The server is owned by GSA and maintained by GSA personnel in conjunction with the vendor. **See attached diagram page**
Type 3:  Systems that connect directly to a 3rd party vendor and provide direct and/or remote access for GSA personnel. All system equipment is owned and maintained by the vendor including updates and patches. Any system that collects and/or stores GSA information is by definition a "GSA System" and must be compliant with GSA and FlSMA security .-requirements. Therefore, even "Type 3" systems must provide adequate security in compliance with GSA standards. 

**This solution is not recommended**
Updates/Patches: 

For Type 1 and 2 systems, GSA personnel will maintain overall control of the systems and apply any and all patches/updates to the systems. Prior to any patch or update being applied it will first be evaluated to ensure it does not create any security risks nor have any adverse effects on the vendor software running on the system. All patches or updates shall be applied or have a waiver issued within 30 days from date of release to allow suitable testing to be completed. 

Type 3 system updates/patches are the sole responsibility of the vendor. 

Risk Assessment: 

Vulnerability risks are listed by system type:

Type I: Least amount of vulnerability and risk. 

Type 2:  There is a greater risk that non-cleared personnel would have access to a GSA owned and maintained system in violation of GSA policy. Software updates and patches or failure to patch or update could increase vulnerability. Potential for leaving a "backdoor" open that would a1low unrestricted access to GSA Network or GSA Building systems. 

Type 3:  No direct control of system to include security parameters, updates or patches. No safeguards against potentia1 "rogue" control of Building systems, creating potential terrorist attack scenarios. Susceptible to "hacking" which could go unreported since it does not affect the GSA Network. **This solution is Dot recommended** 

System Selection Guidance: 

Type I:  GSA PBS CIO's Preferred solution. All attempts should be made to select this type of system.
Type 2:  GSA PBS CIO's alternative solution. This solution can be selected when a Type I system is not available.

Type 3: Not recommended by GSA PBS CIO and should be avoided when at all possible. This type of solution can only be used for Advanced Metering systems, DO other type of system or data can “piggyback" off of this option!
**After the appropriate system has been selected for the requirement the GSA PBS CIO's office will coordinate the installation effort·· 

Risk Mitigation: 

The selection guidance is based on the following risk mitigation factors: 

To mitigate risk, the selected system should adhere to GSA network and IT security guidelines to include 3rd party vendor networks.
Type I: No additional steps required as all equipment will reside within the GSA network and be governed by GSA network and IT security policies. Devices should be "hardened" to ensure maximum security while still allowing functionality. "Hardening" shall be based on GSA IT security procedural guides. In the absence of specific GSA guidelines, the Center for Internet Security (http://www.cisecurity.org/) recommendations should be followed. In the absence of CIS guidance, devices should be hardened based on industry best-practices. Deviations from this guidance must be documented and approved by the appropriate Authorizing Official (AO) in accordance with the GSA IT security policy (CIO P 2100.10) 
Type 2: Remote systems used to connect to building automation systems must be hardened to GSA standards. All non-remote access systems will be in the GSA network and be governed by the GSA network and IT Security policy. Vendors accessing GSA systems must comply with GSA's HSPD 12 policies and procedures. 
Type 3: All equipment and systems must meet GSA Security Hardening guidelines and/or Industry best practices for securing the environment. Network Circuit connectivity must meet GSA standards for speed and security. Vendors will be responsible for maintaining their IT infrastructure and the devices connected to GSA buildings. **This solution is not recommended**
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