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The National Institute of Justice’s (NIJ’s) InfoTech program has made significant advancements in applying XML technology to support interoperability in law enforcement.  InfoTech is an information-sharing technology initiative that has sponsored IT development and implementation in law enforcement since 1996.  Early project vision took into consideration both operational needs and emerging state-of-the-art technical capabilities.  In an effort to provide timely and correct information to law enforcement officers, the InfoTech program set goals to increase situational awareness by providing context-driven information access.  Further goals were to increase officer safety by highlighting critical information, to increase effectiveness by providing information quickly regardless of officer location, and to provide access to existing law enforcement sources through rich information search, retrieval, and display technologies.  The InfoTech team did not plan to provide just another single-source repository requiring maintenance and additional operational costs.  NIJ was committed to providing a low-cost, secure solution that would allow agencies to keep their existing systems, while still providing rich cross-agency information search and retrieval capabilities.

 

The primary InfoTech developed data-sharing solution allows participating jurisdictions to seamlessly and securely share critical information.  Authorized users in involved regions can perform single point queries against multiple, dissimilar data sources.  In San Diego, California, for example, the sources consulted with a single query include the Officer Notification System, County Wants and Warrants, National Crime Information Center (NCIC), the California Department of Motor Vehicles, and a regional booking photograph source.  

 

Based on emerging criminal justice community interest in XML solutions, the InfoTech system was modified to allow XML inputs to the central query-mapping component.  This capability is being evaluated in San Diego, where an ongoing project is developing the interface between the San Diego Police Department’s Computer Aided Dispatch (CAD) system and the underlying InfoTech system. This capability will enable dispatchers to conduct a single query against many valuable legacy sources through their current CAD user interface; currently dispatchers must log in to each data source separately to perform a query.  These legacy data sources are a mixture of relational and network model DBMS’s.  

 

In order to provide third party application access via an XML interface, InfoTech technology accepts a socket-based XML interface. Figure 1 indicates the general structure of an installation using this XML interface:


Figure 1.  XML Interface Architecture

For this type of installation, the external application uses communication sockets to send XML-coded requests to InfoTech and to accept XML-coded responses. This protocol supports user interfaces such as an interactive user interface: This might be a computer-aided dispatch (CAD) system, an investigator’s query system, or other system through which a user issues a query. The “external application” (from InfoTech’s view) is initially responsible for accepting information from the user and formatting it into a legitimate InfoTech query, sent to InfoTech’s data fusion module (DFM) via a new-query request. The external application formats the summary return and displays the result to the user. Subsequent drill-down or refresh actions on the part of the user cause the external application to send the appropriate request to DFM and to format the results appropriately.

 

In addition to providing an interface capable of supporting XML queries, the InfoTech team has developed a rich data dictionary of law enforcement standard data objects that can be used to generate an XML DTD valuable to many criminal justice agencies. The InfoTech team has found that it is possible to define a set of grassroots data objects that are applicable to state and local criminal justice agencies across the United States.  The same data dictionary has been used to share regional data in California, Oregon, Virginia, Florida, and South Carolina, requiring few changes to bring a new agency online.

 

Even in testing stages, InfoTech technology generated leads and information that improved officer safety and enhanced the abilities of law enforcement professionals to bring criminals to justice.  In a significant vote of confidence, several regions requested follow-on efforts that they are internally funding.  The InfoTech team was also nominated for a Community Watchdog Award in California, as a project responsible for saving taxpayers money (based on personnel time savings and a cost-effective technical approach).

 

For more information, contact Dr. John D. Hoyt, Program Executive - Information Technology, National Institute of Justice, Office of Science and Technology by telephone at (202) 616-1471 or via e-mail at  HoytJ@ojp.usdoj.gov.

 

 

