GSA Policy Advisory:

National Guidelines for Assessing and Managing Biological Threats in Federal Mail Facilities

Appendix B: Additional Considerations in Preparation 

Mail center design:  All but the smallest mail centers should be placed in enclosed, dedicated rooms, with controlled access and limited points of entry.  If possible, mail centers should be located near loading docks.  This will allow the mail to travel directly to the mail center from the outside and reduce the impact that any potentially contaminated mail will have on the rest of the building.   Wherever the volume of mail, the security assessment, and a cost-benefit analysis make it appropriate, the mail center should have its own air handling and ventilation system, including High Efficiency Particulate Air (HEPA) filters, and procedures for shutting down ventilation.  A HEPA filter system reduces, and in some instances may eliminate bacteria in the environment; it will also control the paper dust that is inherent in handling mail.  

Nonporous materials should be used to construct and furnish the mail center.  For example, tile floors should be used instead of carpeting, and hard plastic or metal furniture should be installed instead of fabric-covered furniture.  Gloss or semi-gloss paint should be used on all painted surfaces.  A lighting level of 100 foot-candles is recommended to assist personnel in identifying suspicious mail.  A telephone should be installed within the mail center, where possible, so personnel can contact the proper individuals when necessary.  

Disabled employees:  Every federal agency must provide a safe working environment for all employees, including those with special needs.  Security procedures should specifically address communications with Individuals who may need assistance during an emergency.  Additional information on emergency preparedness for disabled employees can be found at the web site of the National Organization of the Disabled at http://www.nod.com.
Contractors:  Contracts for mail center operations or related functions should specify security procedures that the contractor and contract personnel must follow.

Gloves, masks/respirators, and protective clothing:  Gloves and respirators (masks) should be made available, but not required, for any mail center workers or others who process mail, because wearing gloves or a respirator eases the fears of some workers.  Other protective clothing is unnecessary except to protect workers’ clothing from dust and other dirt.  Where respirators are used, a written respiratory program must be established that conforms to the requirements of OSHA’s respiratory protection standard as specified in 29 CFR 1910.134(c)(2). See http://www.osha.gov.
The Laboratory Response Network for Bioterrorism (LRN) is a network of governmental (local, state and federal laboratories that have been trained by the Centers for Disease Control and Prevention (CDC) to process samples by well-established and validated procedures.  These laboratories utilize LRN standard protocols for testing and must successfully complete periodic proficiency testing challenges sent from the CDC.  The LRN was formed as a self-organized group through the efforts of the CDC and the Association of Public Health Laboratories (APHL).  Through the APHL, local, state, national and global health leaders are linked to promote the highest quality laboratory practices worldwide.
To identify the appropriate LRN laboratory when developing the security plan, call the APHN at 202-822-5227.
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