Background for the Government

Interoperability Specification

The United States Federal government was one of the earliest and continues to be one of the largest smart card issuers in the U.S. As part of their continuing effort to further smart card development and coordinated deployment, the Smart Card Program was created.  The Smart Card Program is a co-operative effort under the leadership of the General Services Administration (GSA), the National Institute of Standards and Technology and the Government Smart Card Interagency Advisory Board (IAB) which is comprised of representatives from industry, the Federal civilian, defense, and intelligence communities. 

The program represents a first step in addressing three pressing concerns. The first is the growing concern for the security and safety of government personnel, buildings, systems, and other facilities. The second is the need for the Federal government to provide the necessary tools and safeguards to support the burgeoning growth in electronic commerce.  The last, to achieve a level of interoperability that encourages synergy from the use of these tools across organizational boundaries while still addressing the need for industry to maintain their competitive environment.

In May of 2000, the GSA Smart Card Contract, officially known as the Smart Access Common ID Contract, was awarded to 5 companies (KPMG, Maximus, EDS, Logicon, PRC/Litton Northrop/Grumman purchased Logicon & PRC in early 2002). The core requirements for the contract include physical access, logical access, biometrics services and cryptographic services, - including digital signature and PKI. The contract provides Federal Departments and Agencies with an easy-to-use procurement vehicle for ordering smart card supplies and services.

An important element of the contract is the development of an “interoperability specification.” GSA, NIST, the five prime vendors and other Federal agencies and industry participants all worked together to develop the technical standards for interoperability. These standards include an architectural model, interface specifications, conformance testing requirements, and data elements of the contract. NIST is responsible for the architectural design, standards development, security testing and interoperability conformance testing, and plans to issue a NIST Special Publication in late May 2002.

· Description of GSC — Interoperability Specification

This specification is based on a subset of ISO 7816. It differs from the GSM and EMV specifications by defining a generic ISO 781 6-4 Application Protocol Data Unit (APDU) set that is mapped to the native APDU set of a File System card or implemented directly by a card applet in a Virtual Machine (VM) card. Mapping is possible because each File System card contains a card capabilities file that provides information on its native APDU set. In effect, each card carries information that allows its commands to be translated into a generic set of commands. Software on the PC provides card-related services and functions to client applications through a set of standard interfaces. The specification addresses as much of the operational aspects as possible in the context of providing interoperability. Items that would have made interoperability impossible, such as smart card initialization, are purposely omitted and may be implemented by the customer through the use of extended services interfaces.

· Conclusion

The GSC-lS is an important document for the industry. It provides enterprise system planners, in and out of Government, with the tools necessary to ensure they have smart card and smart card reader interoperability. Complementing the specification are plans to procure millions of smart cards by numerous Federal Agencies over the next few years, which comply and have, been certified by NIST. This provides commercial Enterprise planners with a ready supply of certified products and the assurance that IT investments will have a broader opportunity to generate a return. It will create a de facto standard for Enterprises who must ensure the security and viability of their digital networks.
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