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C.1 INTRODUCTION

(a) The Smart Card Program is a co-operative effort under the leadership of the General Services Administration (GSA) and the Common Access ID Steering Committee composed of representatives from the Federal civilian, defense, and intelligence communities.  The program represents a first step in addressing two pressing concerns.  First, is the growing concern related to the security and safety of government personnel, buildings, systems, and other facilities; and second, is the need for the Federal government to provide the necessary tools and safeguards to support the burgeoning growth in electronic commerce.

(b) Background information for the Smart Card Program is contained in the Final Requirements Document, dated July 2, 1999.  The Final Requirements Document can be downloaded from www.fedcac.gsa.gov/smartcard.htm.
C.2 DEFINITIONS

(a) Interoperability – Refers to a system or a product that is capable of operating with another system or product directly without additional developmental effort by the user. 

(b) Logical Access Control – An automated system that controls an individual’s ability to access one or more computer system resources such as a workstation, a network, an application, or a database.

(c) Physical Access Control – Refers to an automated system that controls an individual’s ability to access a physical location such as a building, parking lot, office, or other designated physical space.

(d) Smart Card – Credit Size Card with an integrated circuit chip.

C.3 SCOPE

The contractor shall provide supplies and services necessary to support a common, interoperable, multi-application Smart Card solution. The GSA Smart Card Contract is available for use by all Federal agencies, activities, and organizations.  At a minimum, the ordering organization can use the Smart Card as a Federal employee, Armed Services, military dependent or Federal beneficiary identification card.  The Smart Card Contract offers the vehicle to issue Smart Cards used to provide basic visual identification, identification authentication, physical and logical access control, cryptographic services, biometrics functions, as well as a number of value added features.  The Smart ID Card contains information carried on the chip to be used commonly across applications.  The Smart Card program allows Federal agencies, activities, and organizations to select from multiple and flexible solutions to meet their diverse requirements.  In addition to supplying the card and accompanying applications, the Contractor may be called upon to provide Smart Card management services and Smart Card system integration to existing, or planned systems.  As specified in individual Task/Delivery Orders issued under this contract, Smart Card products and services are available to Federal agencies and organizations worldwide.

C.4 GOVERNMENT INTEROPERABILITY 

(a) The Government Smart Card Framework will encompass a broad range of applications.  Within this Framework, no single smart card can necessarily be expected to provide all the services and capabilities required by all envisioned applications.  A range of card implementations will be needed with different capability sets and cost/performance characteristics tailored to meet the needs of particular applications.  However, all Government Smart Card solutions must provide a common, interoperable set of services that supports physical and logical access control, biometrics, and cryptographic services.  Conceptually, these services will be obtained from Government Smart Card Service Provider Modules (GSC-SPMs) consisting of cards, card readers, and driver software.

(b) Interoperability will be achieved through two mechanisms.  First, by requiring the card component of all Government Smart Card Service Provider Modules to contain the data elements defined in Section J.8, and second, by defining a set of standard methods for accessing the services of Government Smart Card Service Provider Modules in the form of a Government Smart Card Interoperability Specification (GSC-IS).  The Government Smart Card Interoperability Specification is attached in Section J.9,
Government smart card interoperability specification (Copyright 2000).  Many real-world Government Smart Card systems will require extensions to the basic service set supported by the Government Smart Card Service Provider Modules.  Within the Government Smart Card Framework, interoperability cannot be mandated for these applications-specific extensions.  However, in many cases standards exist for these extended services and their supporting interfaces.  These standards should be used whenever possible to promote interoperability.

C.5 REQUIREMENTS

Note: To meet the needs of specific circumstances and to enhance an organization’s Smart Card Program, a customized selection of the following Smart Card functions, services and applications can be ordered through a Task/Delivery Order Request. The requirements for specific work and Smart Card system configuration shall be set forth in a Task/Delivery Order Request issued under contracts resulting from this solicitation.

At a minimum, the Contractor Shall: 

(a) Provide a Smart Card System configuration.  The actual configuration of the Smart ID Card System will vary from organization to organization depending upon the card management approach, card personalization and issuance procedures, card capabilities and applications, and the technical environment selected by the agency.  However, the following generic components shall comprise the Smart ID Card Platform:

(1) Cards – The Smart ID Cards shall be integrated circuit chip cards that may utilize multiple technologies and have varying capabilities;
(2) Central Card Management System– The Central Card Management system shall function as the core of the Smart ID Card system;

(3) Card Issuance Equipment – The Card Issuance Equipment shall include the computers and peripherals needed to capture the information used to enroll a cardholder, personalize the card, load the card with any necessary certificates, and issue the card to the cardholder;

(4) Certificate/Attribute Authority System – The Certificate and/or Attribute Authority System shall be a trusted computer system that receives certificate requests (that would contain public keys and data or a biometric template) from the entity acting as a Registration Authority, and in turn, signs and issues certificates that are returned to the Registration Authority (or Enrollment Workstation/Card Personalization system) for loading onto cards;

(5) Card Acceptance Device – A Card Acceptance Device shall be used to communicate with the smart card during a transaction.  It is the interface between the card and the application using the card;

(6) Applications – The Smart ID Card shall provide identification and authentication services to physical and logical access control applications, as well as to other applications that are a component of the organization’s card system; and

(7) Interfaces to Legacy Databases – When technologically feasible, the system shall interface from legacy systems to the central cardholder database or to the card issuance workstation.

(b) Provide a Smart ID Card solution that shall support visual identification, physical access control and logical access control functions on a single card.

(c) Provide Smart Card services and supplies that are capable of meeting FIPS PUB 140-1 Level 1, and that are compliant with the standards listed in Section J.7 and the in data elements listed Section J.8.

(d) Provide Smart Card services and supplies for the following functions/services which shall be interoperable:

(1) Physical Access

Physical access control system shall be comprised of the following hardware and software components:

(i) Card reader;

(ii) Local access panel/controller;

(iii) Host CPU/File Server;

(iv) Client workstations;

(v) Access control software; and

(vi) Access devices including turnstiles, gates, portals, locking devices, and other access control equipment. 

(2) Logical Access

Logical access control shall encompass three functions:

(i) Data Security – Data security to protect information;

(ii) Authentication – Authentication techniques to prove the identity of an individual and to provide access; and 

(iii) Access Control – Access control shall manage and control an individual’s privileges to access workstations, databases, host systems, and other networks.  

(3) Cryptographic Services
Cryptographic services shall include data encryption and digital signature algorithms.  These algorithms will provide confidentiality, data integrity, and data origin authentication.
(4) Biometrics functions, services and applications such as fingerprint scan, hand geometry, facial recognition, iris scan, and voice recognition.

(e) In addition to Section C.5 (d) and Section C.5 (f) provide Smart Card services and supplies for the following functions/services:

(1) Central Smart Card Management System

(i) The Contractor shall provide a central card management system that houses the card management database and performs the functions of issuing and replacing Smart ID Cards.  The system shall include a database management module to support maintenance of cardholder information and card history data.  This system shall retain data related to all Smart ID cardholders and shall provide sufficient backup and redundancy to ensure the integrity and availability of the data.  The card management system shall be available 24 hours per day and seven (7) days per week to accept card status updates and shall be available for on-line functions for the issuance of cards and other normal business functions.  This card management system shall be configured to provide commercially acceptable response and throughput times for all transactions;

(ii) The Contractor shall be responsible for all aspects of operation, maintenance, upgrades, and modifications of the central card management system and shall provide adequate staffing with appropriate training to perform the operations and maintenance functions; and

(iii) The Contractor shall provide a card management system that meets all of the requirements specified in this document, to be operated in-house by the agency itself.

(2) Card Manufacturing, Issuance and Replacement

(i) Card Manufacturing and Initialization 

The Contractor shall provide the following capabilities:

(a) Loading the operating system into card memory;

(b) Allocating memory zones on the chip;
(c) Loading the unique card serial number into card memory. 

(ii) Key Management

(iii) Personalization

The Contractor shall personalize Smart ID Cards to meet the ordering organization’s requirements.

(iv) Replacement

The Contractor shall provide the capability to replace lost, stolen or malfunctioning cards.

(3) Smart Card Security and Inventory Control

(i) The Contractor shall provide a system and the procedures to ensure Smart Card inventory control and that Smart ID Card stock is maintained in a secure environment;

(ii) The Contractor shall provide inventory control throughout the card initialization and personalization processes; and

(iii) The Contractor shall provide a system and the procedures for securing Smart Cards and personal information throughout the card initialization and personalization processes.  

(4) Card Holder Database Management

(i) The Contractor shall provide an Open Data Base Connectivity compliant database management system that shall support the capture, storage, retrieval, retention, integrity, and management of data necessary for the issuance, status, replacement, renewal and audit of Smart ID Cards for each agency.

(ii) The Contractor shall ensure that sufficient database capacity is maintained as the size of the cardholder database increases.

(iii) The cardholder databases shall include:

(a) Cardholder basic demographic information; and

(b) Privileges or application inventory of each cardholder.

(iv) The cardholder database shall have the capability to make that data available on a real time basis seven (7) days per week, 24 hours per day.  The cardholder database must allow for back up of stored information and easy recovery.  In addition, the approach must guarantee the integrity and security of the data. 

(v) The following card holder data shall be stored in the database:

(a) Unique card serial number;

(b) Name (first name, middle name, last name);

(c) Mailing address, city, state, zip code;

(d) Agency;

(e) Office email address;

(f) Date of issuance;

(g) Date of expiration;

(h) Social Security Number/Employee ID Number; and

(i) Security office number.

(5) Card Holder Services

(i) The Contractor shall provide customer service functions that include:

(a) A customer service center with a toll free number and on-line access for cardholder inquiries.   The customer service center shall be available 24 hours a day, 7 days per week. 

(b) A Customer Service Center unit that shall provide personalized responses to:

(1) Report of a Lost, Stolen, Damaged, or Inoperative Card;

(2) Report of unauthorized card use or other breech of security;

(3) Report of an update in demographic data; and

(4) Required support for Smart ID Card applications and services.

(ii) The Contractor shall provide Customer Service Center usage and activity data.

(6) Credit/Debit Card Services

The Smart Card contractors shall be responsible for providing the integration of card applications offered under this contract with certain financial services provided under other contracts such as the GSA SmartPay contract.  A number of organizations that may use the GSA Smart Card contracts are mandatory users of GSA's SmartPay contracts for credit card services.  Mandatory users of GSA's SmartPay contracts must obtain credit card services in accordance with the terms and conditions of the GSA SmartPay contracts.  Pursuant to FAR Part 51, the Government intends to authorize each GSA Smart Card contractor to place orders under GSA's SmartPay contracts to satisfy the credit card service requirements of mandatory users ordered under the GSA Smart Card contract.  Currently, debit card services are not mandatory under the GSA SmartPay contracts.
(7) Program Analysis, Integration & Management

Contractors shall provide an integrated Smart Card program solution.  Such a solution must provide not only Smart Cards and Smart Card management services, but also the full range of functionality addressed in this Statement of Work.  Contractor shall provide feasibility, costs and benefits analysis to assess such things as the benefit of agency migration from existing legacy systems and technologies to Smart Card technology.
(8) Standard Reporting

The Contractor shall provide the following four categories of reports:

(i) Audit Reports that shall provide data necessary to monitor, reconcile, and audit system processing and reconciliation;

(ii) Program Management Reports that shall provide information that will be used to manage the organization’s Smart Card program;

(iii) System Performance Reports that shall monitor the operation and performance of the Smart ID Card system; and

(iv) System Fraud and Security Reports that shall provide information that will assist in the detection of fraud and ensure system security.  At a minimum, data provided in System Fraud and Security Reports shall include the following information:
(a) Attempts (by location) to log on to the system using invalid passwords; 

(b) Electronic purse account balances that exceed established tolerance for differences between the reported purse value and the derived purse value;

(c) Cards reported lost or stolen; and

(d) Disputed or erroneous transactions.

(9) Integration with Legacy Systems 

Whenever technologically feasible, the Contractor shall implement interfaces between its central card system and/or enrollment workstation and the existing agency application systems. 

(10) Public Key Infrastructure (PKI) Key Management and Service Requirements

The Contractor shall provide a Smart Card that will securely authenticate and provide non-repudiation for Card Holder identification, and the secure retrieval, review and exchange of information using PKI technologies.

(11) Maintenance

The Contractor shall provide maintenance for all hardware and software that are deployed to support the Smart ID Card program. 

(12) Training

The contractor shall provide Smart Card Training and required instructional materials for:

(i) Basic card usage;

(ii) Smart Card applications;

(iii) Smart Card program management and system maintenance; and

(iv) Card security and key protection procedures. 

(f) In addition to Section C.5 (d) and Section C.5 (e) provide Smart Card services and supplies for the following applications:

(1) Electronic Forms Submission

The Electronic Forms Submission application shall provide the following functionality:

(i) Select Appropriate Form – This function shall allow the user to select the form from a menu of forms;

(ii) Select and Transfer Data – This function shall allow the application to automatically select the required data from the appropriate data fields on the chip and transfer them to the terminal or system;

(iii) Output Data – This function shall allow the application to take data transferred from the card and input it into the form population application in the required format;

(iv) Populate Form Data Fields – This function shall allow the application to automatically populate the appropriate fields of the specified electronic form;

(v) Display Form –This function shall provide the capability for the user to request display of the populated form on the screen for approval;

(vi) Edit Form – This function shall provide the capability for the user to add, modify, or delete data from the displayed form;

(vii) Digitally Sign Form - This function shall allow the user to digitally sign the electronic form, certifying that the data is correct and up-to-date.  This function shall allow the employee both to generate a digital signature and to retrieve the digital certificate from the card; and

(viii) Submit Form – This function shall allow the user to electronically submit the digitally signed form and accompanying digital certificate, as well as to indicate the appropriate routing.

(2) Electronic Purse

The Smart Card integrated circuit chip shall have the capability to support one or more Electronic Purses, consistent with commercial banking and public transportation practices.  The Electronic Purse application shall include capability to revalue the Electronic Purse; track account balances; and settles Electronic Purse transactions.

(3) Medical 

Medical applications shall provide the following functionality:

(i) Input Medical Data – This function shall allow the authorized user to enter data onto the chip card either through a terminal interface or via a file download from an on-line system.  The card reader shall provide a user interface that can be used to enter data to be stored on the chip;

(ii) Update Medical Data – This function shall provide the capability for the authorized user to add, modify, or delete Medical data to or from the card;

(iii) Query/Display Medical Data –This function shall provide the capability for the user to request that data be retrieved and displayed on a terminal screen.  The user shall be able to specify the conditions for selecting the data to be retrieved or displayed;

(iv) Print Medical Data – This function shall provide the capability for the user to specify data to be retrieved, formatted, and printed in hard copy;

(v) Maintain Databases – This function shall provide the capability for the authorized user to specify data to be written to files that can be uploaded to on-line system databases.  The database shall have the capability to collect and upload transactions to a central database at the end of the day, or to be replicated and used to update an on-line database in real-time mode.  This capability shall be used to implement either centralized or geographically dispersed back-up files that can be used to restore data to cards issued to replace lost or stolen cards; and

(vi) Generate Medical Reports – This function shall allow for the generation of specific medical reports.  The reports generated shall be dependent on the specific use of the Medical application.

(4) Property Management

Property Management application shall provide the following functionality:

(i) Create a Property Pass – This function shall allow authorized users the capability to link an asset (e.g., laptop computer, telephone, credential, gun, automobile, etc.) to a specific employee. 

(ii) Maintain the Property Pass – This function shall allow authorized users the capability to update information about an asset linked to a specific employee. 

(iii) View the Property Pass – This function shall provide the capability to view the asset information stored on the user’s Smart Card; 

(iv) Generate Property Pass Reports – This function shall provide the capability to generate reports on the use of property passes; and

(v) Assign Access Privileges – This function shall provide the capability to set the access privileges/restrictions associated with each controlled employee asset.

(5) Rostering 

The Rostering application shall provide positive proof of attendance.  Rostering application shall also provide the following functionality:

(i) Retrieve Data – This function shall provide the capability to retrieve specified demographic data stored on the chip;

(ii) Format Data – This function shall provide the capability to format data that can be uploaded to a specified database;

(iii) Date /Time Stamp Data – This function shall provide the capability affix the date and time the data was read from the card;

(iv) Upload Data – This function shall provide the capability to transfer data from the card reader to the specified database; and

(v) Generate Rostering Reports – This function shall provide the capability to generate specific reports.  The reports generated shall be dependent on the specific use of the Rostering application.


(6) Training/Certification 

(i) The Training/Certification application shall allow data about training experiences and job-specific certifications to be entered on the card.  The application shall provide the capability to read the card and obtain a view of the employee’s training history and licenses/certifications.

(ii) The Training/Certification application shall also provide the following functionality:

(a) Input Training/Certification Data – This function shall allow the authorized user to enter data onto the chip card either through a terminal interface or via a file download from an on-line system.  The card reader shall provide a user interface that can be used to enter data to be stored on the chip;

(b) Update Training/Certification Data –This function shall provide the capability for the authorized user to add, modify, or delete Training/Certification data to or from the card;

(c) Query/Display Training/Certification Data – This function shall provide the capability for the user to request that data be retrieved and displayed on a terminal screen.  The user shall have the capability to specify the conditions for selecting the data to be retrieved or displayed;

(d) Print Training/Certification Data –This function shall provide the capability for the user to specify data to be retrieved, formatted, and printed in hard copy;

(e) Maintain Databases – This function shall provide the capability for the authorized user to specify data to be written to files that can be uploaded to on-line system databases.  The database shall have the capability to collect and upload transactions to a central database at the end of the day, or to be replicated and used to update an on-line database in real-time mode.  This capability shall be used to implement either centralized or geographically dispersed back-up files that can be used to restore data to cards issued to replace lost or stolen cards; and

(f) Generate Training/Certification Reports – This function shall allow for the generation of specific training/certification reports.  The reports generated shall be dependent on the specific use of the Training/Certification application.

C.6 Security/Privacy Requirements

C.6.1 Administrative and Personnel Security

The integrity of Smart ID platform operations including card issuer or Certificate/Attribute Authority personnel involved in system administration and security administration must be ensured. Appropriate screening of all personnel who are assigned to work on the system shall be conducted, and such screening shall be in compliance with Title 12, U.S.C., Section 1829.  

C.6.2 Privacy Requirements

Unless otherwise specified in the Task/Delivery order, the data on the Smart ID Card shall be limited to Sensitive but Unclassified data.  While not subject to the regulations protecting classified data, nevertheless, such data shall be subject to privacy protection. 

C.6.3 Legislative Mandate

The Contractor shall adhere to all applicable Federal privacy laws and regulations that apply to protecting the data maintained in the Smart ID Card and system components.  Additionally, agency specific regulations that protect the confidentiality of data maintained on the Smart ID Card and system components shall be adhered to. 
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