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SECTION C

DESCRIPTION/SPECIFICATIONS/WORK STATEMENT

C.1
INTRODUCTION
Federal agencies have become dependent upon the availability of computing and communications resources to fulfill their assigned missions.  To assure continued access to the computing and communications resources necessary to support their operations, agencies have established a variety of computing and communications recovery capabilities including:

· Assigning the responsibility for ensuring the availability of computing and communications resources to individual users of those services; 

· Developing mutual aid arrangements with other Federal agencies;

· Installing and maintaining all redundant computing and communications capacity; and

· Contracting with commercial providers of computing and communications recovery services.

A large number of Federal agencies have determined that commercial providers of computing and communication recovery services provide the best balance of reliable service and reasonable cost.

C.2
BACKGROUND

The General Services Administration (GSA),  Federal Systems Integration and Management Center (FEDSIM), working with the Government Information Technology Executive Council (previously known as the Council of Federal Data Center Directors), the Office of Management and Budget (OMB), and several sponsoring Federal agencies, spearheaded a project in 1991 to determine the viability of and interest in a shared Federal computer and communications recovery capability.  FEDSIM consulted with over two dozen Federal agencies to identify their requirements, and prepared and issued a solicitation in mid-1992.   This initiative resulted in the award of a disaster recovery services contract to COMDISCO Disaster Recovery Services (CDRS) in June 1993.

The COMDISCO contract has been made available for use by Federal agencies on a non-mandatory basis.  It is an Indefinite Delivery Indefinite Quantity contract that focuses on the recovery of IBM-compatible mainframe systems and associated communications resources.  The contract has a five year duration (one mandatory year and four option years), and runs to approximately the end of fiscal year 1998 (midnight, September 28, 1998).

As of October 1, 1996, forty (40) Federal information technology installations have utilized the COMDISCO disaster recovery services contract.  The forty subscribers represent a cross section of small, medium, and large size Federal installations that support critical, sensitive unclassified operations.  Individual subscriptions range in size from “10 MIP/20 gigabyte” to “460 MIP/2,500 gigabyte” configurations.

As of October 1, 1996, the cumulative IBM-compatible mainframe system resources subscribed to under FEDSIM’s COMDISCO contract are:  3,500 million instructions per second (MIPS) processor capacity, 18,500 gigabytes (GB) direct access storage device (DASD), 950 cartridge tape drives (CTDs), 250 reel tape drives (RTDs), 70 printers, 50 front end processors (FEPs), 30 protocol converters, 20 multiplexers, 20 gateway devices,  and 1,400 modems.

The forty (40) subscribers are located across a geographical cross section of the continental United States.  Nineteen (19) subscribers are in the Baltimore-Washington, D.C.-Northern Virginia area (47.5%), eight (8) subscribers are in the mid-west (20%), seven (7) in the west (17.5%), five (5) in the south-east (12.5%), and one (1) in the north-east (2.5%). 

Since the COMDISCO contract was awarded in June 1993, more Federal agencies process critical applications on midrange systems and on small office systems (standalone and networked personal computers).   While an increasing amount of information is processed on decentralized systems, mainframe-based information technology installations continue to grow, due to increasing workloads, technological advances, and workload consolidations/facility closings.  These two trends are expected to continue.

C.3
OBJECTIVE

The Government is seeking up to three (3) contractors to provide reliable, effective, economical computing and communications recovery services to the Federal Government, and other Government and non-Government organizations that process Federal and/or Federally-mandated applications.  (Non-government organizations are contractors that operate information technology installations on behalf of the Government.)  The computing and communications recovery services will be used to test and refine organizations’ contingency plans, and to restore and recover operations in the event of a declared disaster.  Recovery services will be provided for the following platforms: (1) mainframe computer systems (IBM [mandatory] and Unisys [optional] compatible); (2) midrange computer systems (AT&T, Compaq, Data General, DEC, Filenet, HP, IBM, NetFRAM, Pyramid, Sequent, Sequoia, Silicon Graphics, Stratus, SUN, and Tandem compatible [all optional]); and (3) microcomputer systems (IBM compatible personal computers and local area network [LAN] servers [mandatory]).  Associated consulting services (e.g., business impact analysis and disaster recovery planning) and automated tools (e.g., personal computer-based disaster recovery planning software) are also to be provided [mandatory].  Other resources, including, but not limited to, off-site data storage and retrieval, data recovery services, and mobile recovery facilities (all optional), may be provided.  The recovery services will be made available beginning on September 29, 1998.

C.4
SCOPE OF CONTRACT

The contractor shall provide and maintain to subscribing information technology installations, physical facilities; equipment; communications; electrical power; heating, ventilation, and air conditioning; security; office and storage space; supplies; training; documentation; technical, operational, and consulting support; and other supplies and services required under this contract.  (Although award may be made to more than one contractor, the solicitation refers to “the contractor” because each contractor is required to satisfy all mandatory requirements.)  Such physical facilities, equipment, communications, electrical power, and other supplies and services shall be supplied in conformance with the terms and conditions of this contract.

The contractor shall provide to subscribing organizations annual test time and technical assistance before, during, and after testing to ensure that the organization’s recovery plans will be implemented successfully at the contractor’s recovery facilities at time of disaster declaration.  (A subscribing organization is defined as an information technology installation owned and/or operated by the Federal Government or its agent, or an information technology installation that otherwise processes workload mandated by the Federal Government, which enters into an Interagency Agreement with GSA/FEDSIM for services provided under this contract.  A subscribing organization is also referred as the “subscriber.”  An information technology installation is a collection of computing and/or communications equipment, software, and supporting personnel that has been configured to support one or more of an organization’s functional objectives.  An information technology installation may consist of one or more computers of any size.)

The contractor shall ensure that all supplies and services provided under this contract, including technical and operational staff support, are provided prior to testing (to plan and coordinate test activities), at time of testing, after testing to assess test results, at time of disaster alert, and, in the event of a disaster, within twenty-four hours of disaster declaration, or at time of recovery facility occupancy, whichever is sooner.

Federal information technology installations, and other Government and non-Government information technology installations that process Federal applications and/or Federally-mandated applications within and/or outside the continental United States, may utilize the disaster recovery services available through this contract.  The contractor shall market this contract to all eligible organizations.
C.5
TYPE OF CONTRACT/TASK ORDER

An Indefinite Delivery Indefinite Quantity contract will be awarded to up to three (3) contractors that (1) meet the mandatory requirements specified in Sections C.6.1-C.6.22.2.33, (2) have the experience and expertise specified in Sections L.8.1-L.8.4, and (3) have the first, second, or third lowest evaluated price.  Contract award does not guarantee a minimum amount of business, beyond the $1,000 assurance guaranteed to each contractor.

Each awardee will be provided a fair opportunity to compete for each task order.  Factors such as price; availability of mandatory, additional and/or optional system resources; physical locations of recovery facilities; and past performance on earlier tasks under the multiple award contract will be considered in awarding task orders.  Under circumstances proscribed in Federal Acquisition Regulation 16.505, some task orders may be issued on a sole source basis (see Section G).

At time of contract proposal submission, the contractor shall have in place and operational the Core System Resources specified in Sections C.6.22.1.1.1-C.6.22.1.2.  The contractor is not required to have the Additional System Resources, specified in Sections C.6.22.2-C.6.22.2.33, and the Optional System Resources, specified in Section C.6.23, in place and operational at time of contract award.  Additional System Resources will be pre-priced (ceiling prices will be established at time of contract award), and, when subscribed for in a task order, the contractor shall provide them within thirty (30) days of task order issuance/modification, within twenty-four (24) hours of disaster declaration, or when a disaster declarer is ready to occupy a hot site, whichever is sooner.  Optional System Resources will not be pre-priced (ceiling prices will not be established at time of contract award), and the contractor shall not be required to provide any or all optional system resources.  If the contractor desires to provide an optional system resource, it will propose pricing in response to a request for task order proposal.

C.6
SPECIFICATIONS

The following paragraphs prescribe specifications relative to physical facility; equipment performance and compatibility; technical, operational, and consulting support services; testing; training; security; equipment maintenance; supplies; and other salient characteristics.

C.6.1
Physical Facilities

The contractor shall provide two or more mainframe/midrange recovery centers (MRCs), and two (2) or more microcomputer/LAN workarea recovery centers (WRCs). 

C.6.1.1  Mainframe/Midrange Recovery Centers
The contractor shall provide two (2) or more MRCs.  Each MRC shall be a fully operational mainframe and/or midrange system-based information technology installation used to test recovery plans and recover subscriber operations.  The contractor shall provide one (1) or more hot sites in each MRC.  The contractor shall provide two (2) or more cold sites.  The cold sites shall be located at two (2) or more MRCs, or in modular building or mobile trailer units located at the subscriber’s facility at time of disaster.  The MRCs shall be linked together with a high speed wide area network (WAN).  One MRC, that satisfies the Core System 13 requirement, shall be located between 100 and 300 miles from Washington, D.C.  A second MRC, that satisfies the Core System 8 requirement, shall be located 300 or more miles from the first MRC, but not within 100 miles of Washington, D.C.  The two MRCs shall be located in the forty-eight (48) contiguous states.  Additional MRCs may be located within and/or outside the continental United States.   (Overseas recovery facilities, hot sites, and associated resources are Optional System Resources, i.e., a contractor does not have to provide them.  Overseas recovery facilities will be priced at time of task order issuance, not at time of contract award.)  All MRCs shall be located within fifty (50) miles of a national and/or interstate highway and airport.

The MRCs and all their components shall be fully operational twenty-four (24) hours per day, 365 days per year (366 days in a leap year). 

C.6.1.1.1  Hot Site
The contractor shall provide, at a minimum, two (2) hot sites that are plug‑to‑plug compatible with and functionally equivalent to one (1) Core System 13 and one (1) Core System 8.  Core Systems 13 and  8 shall be dedicated to disaster recovery testing and recoveries.  In the event of a multiple disaster situation, wherein the hot sites provided under this contract are fully utilized by other subscribers, the contractor may recover a subscriber’s operations on systems and facilities normally used for other than disaster recovery purposes, with the subscriber’s prior approval.  

The contractor shall provide a fully operational hot site for scheduled tests, and within twenty-four (24) hours of a disaster declaration, or when a disaster declarer is ready to occupy a hot site facility, whichever is sooner.   The hot site shall be provided for a period of up to six (6) weeks occupancy for each disaster declaration.  A hot site is a fully operational, configured computing facility that requires only installation of a subscriber’s software and establishment of communication arrangements to the subscriber’s facility(ies) and/or network to affect the subscriber’s recovery.  Subscribing organizations will provide their own software to include operating systems, other systems software, application software, and data.

After a subscribing information technology installation’s facility has been restored, the contractor shall provide use of the hot site for a period of up to three (3) additional weeks occupancy while the subscriber’s equipment is moved from the contractor’s cold site to the subscriber’s restored facility, if no other customer declares a disaster and requires use of the same hot site.  The three  (3) week period is in addition to the initial six (6) week period referenced above.  The subscriber will notify the contractor at least one (1) week prior to the planned date to reoccupy the hot site. 

C.6.1.1.2  Cold Site
The contractor shall provide two or more cold sites.  Cold sites are facilities equipped with the necessary environmental support systems, including, but not limited to:  electric power (primary and backup), air conditioning, fire detection and suppression systems, security system, and communications.

The cold site shall be made available after disaster declaration, within twenty-four (24) hours of request to occupy, for a period of up to twenty-six (26) weeks occupancy.  The cold site shall be made available for an additional twenty-six (26) weeks occupancy, for a total of fifty‑two (52) weeks occupancy for each disaster declaration, if no other customer declares a disaster and requires use of the same cold site.

The subscribing organization will be responsible for acquiring and installing all computing equipment and software required to establish backup operations at the cold site.  The contractor shall provide, at a minimum, one cold site that accommodates Core System 13, and one cold site that accommodates Core System 8.

C.6.1.2  Microcomputer/LAN Workarea Recovery Centers

The contractor shall provide two or more WRCs.  Each WRC shall be an operational microcomputer/LAN-based information technology installation used to test recovery plans and recover subscriber’s office system-based operations.  Each WRC shall contain twenty-five (25) or more operational workarea recovery stations, each with a desk, chair, personal computer or terminal, and telephone with basic telephone service.  Additionally, each WRC shall contain one or more personal computer/LAN servers.  The personal computers shall be linked to each other and to the server by a LAN using Category 5 cable.  The WRCs shall be linked to the MRCs with a high speed WAN, allowing users to access the hot sites and cold sites from the WRC.  At least one WRC shall be located within fifty (50) miles of Washington, D.C.  At least one WRC shall be located within fifty (50) miles of Atlanta, Georgia; Chicago, Illinois; Detroit, Michigan; or Denver. Colorado.  Additional WRCs may be located within and/or outside the continental United States.

The WRCs and their components shall be operational twenty-four (24) hours per day, 365 days per year (366 days in a leap year). 

The contractor shall provide two levels of capability.  Availability within twenty‑four (24) hours of disaster declaration, or when a disaster declarer is ready to occupy the WRC, whichever is sooner, shall be provided for subscribers with highly critical functions (emergency response).  Availability within seventy‑two (72) hours of disaster declaration, shall be provided for subscribers with less critical but timely functions (business recovery).  Annual test time shall be provided for the emergency response capability only.

The WRCs shall be made available for a period of up to six (6) weeks occupancy.  The WRCs shall be made available for an additional twenty (20) weeks occupancy, for a total of twenty-six (26) weeks occupancy per disaster declaration, if no other customer declares a disaster and requires use of the same space and resources.

C.6.2  Space Requirements

The following space requirements apply to the contractor’s MRCs only.

C.6.2.1  Conference Room Space

The contractor shall provide conference room space at each hot site and cold site used in support of this contract.  The conference room space shall provide area and facilities suitable to support eighteen (18) people, including one (1) table, eighteen (18) chairs, two (2) or more telephones, FAX machine, and copy machine (the FAX and copy machines may be located in an adjacent room).  The conference room space shall be provided to each subscriber at time of test and disaster.  At time of disaster only, the contractor shall provide two (2) Pentium PCs and two (2) laser printers in the conference room or in an adjacent room.

C.6.2.2  Specialized Equipment Space
The contractor shall provide 1,000 square feet for each hot site and cold site to permit the Government to support specialized equipment such as mail handling equipment.  The specialized equipment space shall be provided to each subscriber at time of test and disaster.

C.6.2.3  Storage Space
The contractor shall provide climate controlled storage space and tape hanger racks for 10,000 reels of magnetic tape and 30,000 tape cartridges for each hot site and cold site.  The storage space shall be provided to each subscriber at time of test and disaster. 

The contractor shall provide up to eight (8) square feet of storage space per subscriber to store Government-provided equipment (e.g., two [2] pre-wired rack cabinets with communications equipment) on an ongoing basis.  The equipment shall be stored in cold (not powered on) mode. The contractor shall connect the Government-provided equipment to the contractor’s computer and network recovery equipment at time of test and disaster.  The contractor shall restrict access to the Government‑provided equipment to authorized Government and contractor personnel only, and shall maintain environmental controls that satisfy original equipment manufacturer specifications. 

C.6.2.4  Communications Equipment Space
The contractor shall provide 500 square feet of climate controlled space collocated with each hot site and cold site to permit the Government to place equipment necessary to establish communications connections.  The communications equipment space shall be provided to each subscriber at time of test and disaster.

C.6.2.5  Storage Locker
The contractor shall provide one storage locker for each hot site subscriber (unless the subscriber specifically indicates a locker is not required).  Each storage locker shall provide six (6) or more cubic feet of storage space, and shall have a locking device.  Government-owned items, such as disaster recovery plans, system software tapes, documentation, and tools may be stored in the locker.  The storage locker shall be provided on an ongoing basis.

C.6.3  Security Requirements

The following security requirements apply to the contractor’s MRCs and WRCs, except as noted.  

The contractor shall provide each facility and its component parts (e.g., hot site, cold site, conference room space, storage space, communications and specialized equipment space) an environment to accommodate a sensitive/unclassified system at the C‑2 level of trust, as defined in Department of Defense Trusted Computer System Evaluation Criteria, DOD 5200.28‑STD, December 1985.  Facility security shall include, but not be limited to, the following. 

C.6.3.1  Facility Access
Access to each facility and its component parts shall be restricted by a manned and/or automated access control system which identifies individuals, authenticates identity, validates access authorization, and maintains an audit trail.  At time of occupancy for testing or disaster, the Government will provide a list of individuals authorized to access the facility and its component parts.

C.6.3.2  Security Coverage
The contractor shall provide twenty-four (24) hour/day security coverage when the Government uses its facility.

The contractor shall provide on-site, twenty-four (24) hour/day security staff coverage when the Government uses an MRC.  Security coverage shall be provided for all internal and external facility components

The contractor shall provide on-site and/or off-site, twenty-four (24) hour/day security staff coverage when the Government uses a WRC.  Off-site security staff coverage may be provided by guards who remotely monitor access to the facility, and who dispatch security and/or law enforcement personnel when an unauthorized access is detected.  

C.6.3.3  Security Procedures
Written security and emergency procedures shall be in place and posted conspicuously.  Sign in logs shall be used whenever entering the MRC, at which time a unique access device shall be issued to each authorized person.  Sign in logs shall be used, at a minimum, when entering the WRC for the first time, at which time a unique access device shall be issued to each authorized person.

C.6.3.4  Fire Detection and Suppression
Each facility shall contain fire detection and suppression systems in accordance with applicable Local, State, and Federal regulations.

C.6.3.5  Environmental Control
Each MRC shall contain adequate environmental control systems to sustain continuous operations within both the hot and cold sites.  The environmental control systems shall satisfy the original equipment manufacturer’s specifications for its equipment.  The contractor shall have and describe each MRC’s environmental control systems, including: heating, ventilation, and air conditioning; chilled water; water detection and protection; dual power feeds from separate power stations; and uninterruptible power supply.  Each cold site shall contain adequate environmental systems to accommodate the largest core system configuration at the facility wherein it is located.  The contractor shall provide a fully operational backup generator at each MRC within twenty-four (24) hours of disaster declaration, or when a disaster declarer occupies a hot site or cold site, whichever is sooner.  The backup generator shall have sufficient capacity to keep the computer systems, air conditioning, lighting, security system, fire detection and suppression system, and private branch exchanges (PBXs) operational in the event of a power disruption or interruption.

Each WRC shall contain adequate environmental control systems to sustain continuous operations.  The environmental control systems shall satisfy the original equipment manufacturer’s specifications for its equipment.  The contractor shall have and describe each WRC’s environmental control systems, including: heating, ventilation, and air conditioning; uninterruptible power supply for each server and PBX, and surge protector for each microcomputer.

C.6.3.6  Personnel Screening and Background Investigation
Contractor personnel assigned to this contract shall be subject to suitability screening and background investigation, in accordance with General Services Administration (GSA) Order ADM P 9732.1C, Suitability and Personnel Security.

C.6.3.7  Personnel Training
Contractor personnel assigned to this contract shall receive computer security awareness training in accordance with the Computer Security Act of 1987.

C.6.3.8  Virus Detection and Eradication

The contractor shall reformat and virus scan/virus eradicate all fixed disks on all personal computers and personal computer/LAN servers immediately before a personal computer and/or personal computer/LAN server is provided to a subscriber for a test and/or at time of disaster.

C.6.3.9  Security Documentation
The Contractor shall provide a Security Plan, Disaster Recovery Plan, and Security Review for the facilities, systems, and networks proposed to satisfy the requirements of this contract, each completed not more than one (1) year prior to the date of proposal submission.  The Government will review and approve each security document as part of the proposal evaluation process.  The documents shall be revised, over the life of the contract, to document changes to the contractor's security environment.  Changes to the contractor's security environment shall not contravene the requirements stipulated in Section C.6.3.

C.6.3.9.1  Security Plan
The contractor's security countermeasures shall be documented in a Security Plan that satisfies the requirements of Office of Management and Budget (OMB) Circular A-130, Appendix III, “Security of Federal Automated Information Resources” (1996).  The contractor shall comply with the Security Plan, and maintain the specified countermeasures to protect subscriber test and recovery operations, and safeguard sensitive Government information resources.

C.6.3.9.2  Disaster Recovery Plan

The contractor shall have a Disaster Recovery Plan for resumption of operations in the event its MRC/WRC and/or  network are affected by an adverse event.  The contractor's Disaster Recovery Plan shall satisfy the requirements of OMB Circular A-130, Appendix III, “Security of Federal Automated Information Resources” (1996).  The contractor shall comply with the Disaster Recovery Plan, and maintain the specified recovery capabilities to support subscriber test and recovery operations.

C.6.3.9.3  Security Review
The contractor shall have conducted and documented a Security Review of the facilities, systems, and networks proposed to support the requirements of this contract. The security review shall satisfy the requirements of OMB Circular A-130, Appendix III, “Security of Federal Automated Information Resources” (1996).  The contractor shall comply with the Security Review’s findings and recommendations, and implement and maintain appropriate countermeasures to protect subscriber test and recovery operations, and safeguard sensitive Government information resources.

C.6.4  Stock Supplies and Materials

The following stock supply and material requirements apply to the contractor’s MRCs and WRCs, as specified.

C.6.4.1  Stock Supplies and Materials at MRCs
The contractor shall furnish to the subscribing agency all stock supplies and materials which are normally required at an information technology installation.  These supplies shall consist of:  five (5) boxes of continuous form or cut sheet paper per eight hour test shift (twenty-five [25] boxes per twenty-four [24] hours during disaster); sufficient printer and FAX machine supplies for the paper requirement listed above; and 100 reel and 300 cartridge scratch tapes per twenty-four (24) hours during test or disaster.  Additionally, the contractor shall provide one (1) pad of paper, pen, sharpened pencil, and eraser per person, per day, and one (1) box of 3.5 inch diskettes per day, at time of disaster only. Supplies of an unusual nature, such as special forms, will be supplied by the subscribing agency.

The contractor shall provide four (4) beepers to each subscriber at time of test and disaster.

C.6.4.2  Stock Supplies and Materials at WRCs
The contractor shall furnish to the subscribing agency all stock supplies which are normally required at an office.  These supplies shall consist of:  one (1) box of cut sheet paper per eight (8) hour test shift (three [3] boxes per twenty-four [24] hours during disaster), one (1) box of 3.5 inch diskettes per eight (8) hour test shift (five [5] boxes per twenty-four [24] hours during disaster), one (1) box of four (4) or eight (8) mm tapes per eight (8) hour test shift (five [5] boxes per twenty-four [24] hours during disaster), and sufficient printer and FAX machine supplies for the paper requirement listed above.  Additionally, the contractor shall provide one (1) pad of paper, pen, sharpened pencil, eraser, pencil sharpener, stapler, roll of tape, and bag of paper clips per person, per day, at time of disaster only.  Supplies of an unusual nature, such as special forms, will be supplied by the subscribing agency.

The contractor shall provide four (4) beepers to each subscriber at time of test and disaster.

C.6.5  Technical and Operational Support

The following technical and operational support requirements apply to the contractor’s MRCs and WRCs.

The contractor shall provide technical support before (to plan and coordinate test activities), during, and after all tests (to assess test results), during a disaster alert, and during a declared disaster.  Systems engineers, software specialists, communication analysts, operations support personnel, facilities maintenance personnel, and all other necessary personnel shall be provided.  Contractor technical support personnel shall perform functions such as preparing the hot site for subscriber occupancy; configuring and maintaining equipment; analyzing and correcting equipment operation, compatibility,  and communication problems; and maintaining environmental support systems.

C.6.6  Equipment Maintenance

The following equipment maintenance requirements apply to the contractor’s MRCs and WRCs.

The contractor shall provide twenty-four (24) hour/day, seven (7) day/week facility maintenance on all hot and cold site equipment (e.g., computer systems, HVAC).  Preventive and corrective maintenance shall be provided in accordance with the original equipment manufacturer’s specifications.

C.6.7  Orientation

The following orientation requirements apply to the contractor’s MRCs and WRCs.

C.6.7.1  Confirmation Letter

Within seven (7) calendar days after receipt of each task order issuance establishing each subscription, the contractor shall send to the subscriber a confirmation letter acknowledging initiation of service.  For verification purposes, the letter shall identify the names and phone numbers of the subscriber personnel authorized  to declare a disaster (this information will be included in each task order).  The letter shall identify any authorization code and/or password to be used by the subscriber when declaring a disaster.  The letter shall identify contractor points of contact, their addresses (street and e-mail) and phone numbers for scheduling the facility orientation, scheduling and planning tests, resolving test problems, declaring alerts and disasters, and answering general questions.  A copy of the task order shall be included as an attachment to the confirmation letter. 
C.6.7.2  Documentation and Manuals

Within fifteen (15) calendar days after each task order issuance establishing each subscription, the contractor shall  provide ten (10) manuals to each subscriber (unless the subscriber specifically requests fewer copies).  The customer manuals shall include, but not be limited to, a complete description of the contractor’s facilities, systems, network, and personnel resources, and  the policies and procedures governing the use of said resources.  Changes to the contractor’s standard policies and procedures, required to adhere to the specifications of this contract, shall be indicated clearly.  Additionally, the customer manual shall identify contractor points of contact, their addresses (street and e-mail) and phone numbers, and procedures for scheduling and planning tests, resolving test problems, declaring alerts and disasters, and answering general questions.  Information on the neighboring area (e.g., transportation services, hotels, and restaurants), and directions to the contractor’s facility, shall be included.  Revisions (e.g., change pages) shall be provided to each subscriber when issued.  The contractor shall also provide reference material at its recovery facilities, including technical documentation, e.g., hardware manuals, for all resources subscribed to under this contract.

C.6.7.3  Facility Orientation

Within thirty (30) calendar days after each task order issuance establishing each subscription, the contractor shall provide a one-day orientation to enable the subscriber to make full and efficient use of the services and facilities provided by the contractor.  The orientation shall be provided for up to twenty-five (25) subscriber personnel at the subscriber’s choice of its primary facility  or the contractor’s recovery facility.  The date and time of the facility orientation shall be by mutual agreement of the contractor and the Government.
C.6.8  Network Services

The following network service requirements apply to the contractor’s MRCs and WRCs.

C.6.8.1  Wide Area Network
The contractor shall provide a high-speed WAN to connect the MRCs and WRCs.  The WAN shall provide access to multiple local and long distance carriers.  Most subscribers will install and maintain one or more dedicated and/or switched communication lines to access the contractor’s WAN.  The cost of installing and maintaining those communication lines is the subscriber’s responsibility.  The cost of utilizing the contractor’s WAN shall be included in the core system cost.  There shall be no additional cost to subscribers to utilize the WAN to access one contractor facility from another contractor facility (e.g., to access an MRC from a WRC), or to ride the contractor’s WAN from point of access (e.g., the node nearest to the subscriber) to point of destination (e.g., an MRC hot site), during testing and/or at time of disaster.

C.6.8.2  Communications Interfaces
Most subscribers will obtain long-distance telecommunications circuits and/or services from the Federal Telecommunications Service (FTS) 2000 (and/or successor contract) network providers. The following relevant data communication services are available from the network providers:

· Dedicated transmission service.

· Packet switched service.

· Switched data service.

Upon subscribing for recovery services, an agency subscriber will submit to the contractor an equipment and telecommunications services supply list.

The contractor shall be responsible for local service and interfacing with the long‑distance telecommunications circuits and/or services.  The contractor shall provide channel service units (CSU)/digital service units (DSU)/integrated service units (ISU), modems, and/or cables, as necessary, to connect the telecommunications circuits and/or services to the contractor’s WAN, recovery facilities, and computer systems (the subscriber is responsible for installing the same equipment at its facilities).

The contractor shall make available for each hot site and cold site the following communications accesses.

· Eight (8) T1 accesses

· Two (2) T3 circuit accesses

· Eight (8) Integrated Service Digital Network (ISDN) BRI circuit accesses

· Two (2) ISDN PRI circuit accesses

· 200 dial in/dedicated circuit accesses (0.3 Kbps to 56 Kbps)

The contractor shall provide network diagnostic and test equipment.

C.6.9  On‑Site Visits

The following on-site visit requirements apply to the contractor’s MRCs and WRCs.

The Government reserves the right to make on‑site visits to the contractor's recovery facilities.  The purpose of these visits will be to assist the Government in evaluating the contractor's ongoing ability to comply with the contract requirements.  The contractor shall, upon forty-eight (48) hours notification, make its facilities available for Government inspection, unless a disaster has been declared and a recovery is in process at a subject facility.  Government personnel shall be escorted by the contractor.  There shall be no charge to the Government for on‑site visits.

C.6.10  Testing

The following testing requirements apply to the contractor’s MRCs and WRCs, as specified.

The contractor shall make its hot sites available for recovery capability testing.  Each mainframe system subscriber shall be provided sixty-four (64) hours of test time per year, except if a task order is issued more than six (6) months after the start of a contract year, the contractor shall provide thirty-two (32) hours of test time for the partial year.  Each midrange system subscriber shall be provided forty-eight (48) hours of test time per year, except if  a task order is issued more than six (6) months after the start of a contract year, the contractor shall provide twenty-four (24) hours of test time for the partial year. Each microcomputer system subscriber shall be provided twenty-four (24) hours of test time per year, except if  a task order is issued more than six (6) months after the start of a contract year, the contractor shall provide twelve (12) hours of test time for the partial year.  There shall be one (1) or more tests per year, divided into one (1) or more eight (8) hour increments.  The contractor shall satisfy subscriber requests to schedule test time within six (6) months of the date of request during the first year of a task order, and within one (1) year of the date of request during the second and subsequent years of a task order.  Additionally, the contractor shall satisfy subscriber requests to schedule test time up to two (2) years in advance of the date of request.  For example, the contractor shall accommodate a new subscriber’s request, made on January 1, 1999, to schedule one test on or before July 1, 1999, and a second test between July 1, 1999 and December 31, 2000. Tests shall be on dates and times mutually agreeable to the contractor and Government.  The contractor shall make provisions for additional eight (8) hour test periods, which may be requested by each subscriber at each task order issuance establishing each subscription initiation or renewal.

The contractor shall send a confirmation letter to a subscriber within seven (7) days of a test being scheduled.  The confirmation letter shall include the date and time of the test, a copy of the test planning and assessment documentation from the subscriber’s last test, and a test planning form, to be completed by the subscriber and returned to the contractor at least thirty (30) days prior to the test.  As follow-up to the letter and the completed test planning form, the contractor shall call the subscriber, at least ten (10) days prior to the test, to coordinate all technical and logistical aspects of the test.  During that call, the contractor shall describe, and the subscriber will validate, who is responsible for what activities, and when they will be completed, before, during, and after the test.  After the test, the contractor and subscriber shall assess each others performance and the test results. 

If a subscriber’s test is canceled by the contractor prior to the test’s completion, due to another subscriber declaring a disaster, or if a subscriber’s test cannot be completed due to the unavailability or malfunctioning of the contractor’s system or network resources, the scheduled test time shall be credited in full to the subscriber.  Credited test time shall be rescheduled, at the subscriber’s request, either during the current or the following contract year.  

A subscriber may cancel or reschedule reserved test time sixty (60) or more days before a scheduled test without penalty. 

 C.6.11  Contractor Equipment Modifications

The following equipment modification requirements apply to the contractor’s MRCs and WRCs.

The contractor shall provide to each affected subscriber, and to the Contracting Officer’s Representative, written notification before making a change that may adversely impact a subscriber.  Notification of a planned change to hardware (including address scheme changes, CPU identification number change), software, and/or firmware shall be provided at least forty-five (45) days prior to implementation.  An adequate number of free additional test hours shall be provided, at a mutually agreeable time, to test the affected change.  No changes shall be made that prevent a subscriber from successfully testing or recovering its operations.  Additional charges shall not be made for equipment changes the contractor elects to make to upgrade or improve its capabilities.

C.6.12  Monthly Progress Reports

The following monthly progress report requirements apply to the contractor’s MRCs and WRCs.

Within thirty (30) days of issuance of the first task order, and for each succeeding month, the contractor shall provide to the Contracting Officer Representative one Monthly Progress Report describing the status of all task orders.  Monthly Progress Reports shall describe any problems that could affect the contractor's ability to support specific equipment configurations; identify any planned or implemented changes to recovery facilities which could affect subscribers; list and describe subscriber orientation, testing, and recovery activities supported during the reporting period (highlighting any problems); and indicate the test schedule for the upcoming twenty-four (24) month period.  Monthly Progress Reports shall be provided by the fifth day of each month.

C.6.13  Internet Web Site and Electronic Mail

The following Internet web site and electronic mail requirements apply to the contractor’s MRCs and WRCs.

The contractor shall maintain an Internet web site and electronic mail address to facilitate the dissemination of information between the contractor and subscribers.  The Internet web site shall include information about the contractor’s facilities, systems, network, and services, including planned and implemented changes.  The electronic mail capability shall enable subscribers to send and receive electronic mail messages to and from the contractor.  Information requiring timely dissemination (e.g., a disaster declaration advisory) shall be sent by the contractor to each subscriber by electronic mail.  The Government will not issue disaster alerts or disaster declarations over the Internet.  The Internet web site and electronic mail do not satisfy the requirements for written notification and written confirmation contained elsewhere in this statement of work.

C.6.14  Word Processing Software

The following word processing software requirements apply to the contractor’s MRCs and WRCs.

The contractor shall prepare all task order  proposals, and any other written correspondence or reports, in Microsoft Word compatible format (Version 7.0 and up).

C.6.15  Requirements Identification Form

The contractor shall submit, as part of its proposal, one or more data gathering forms for the mainframe, midrange, and microcomputer systems in this contract.  The data gathering form(s) shall elicit a prospective subscriber’s system and network recovery requirements, as well as voice recovery requirements.  The data gathering forms shall request sufficient information for the contractor to prepare a technical and cost proposal, without additional input from the prospective subscriber (assuming all requested data are provided).  The Government will use the data gathering forms, submitted by each winning bidder, to develop a Requirements Identification Form.  The Requirements Identification Form will be completed by each prospective subscriber, and included in each Task Order Proposal Request.  The contractor shall recommend revisions to the Requirements Identification Form, as appropriate, over the life of the contract.

C.6.16  Task Order Proposal and Report Formats

The following task order proposal and report format requirements apply to the contractor’s MRCs and WRCs.

Task order proposals shall be prepared in the format specified in Attachment C-1.  Reports shall be prepared in the format specified in the FEDSIM Writers Guide, Revision 2, May 1994.

C.6.17  Task Order Proposal and Report Submissions

The following task order proposal and report submission requirements apply to the contractor’s MRCs and WRCs.

The contractor shall submit all task order proposals and reports in hard copy (with original signatures) and electronic copy.   Unless otherwise specified, the contractor shall send hard and electronic copy (3.5 inch diskette) via overnight mail (not via the Internet) to FEDSIM. 
C.6.18  Disaster Alert

The following disaster alert requirements apply to the contractor’s MRCs and WRCs.

A subscriber may alert the contractor to the possibility of its declaring a disaster in the ensuing hours or days.  The contractor shall advise and otherwise assist the subscriber to avoid a disaster declaration, and shall prepare for the potential occupancy of the recovery facility.

C.6.19  Disaster Declaration

The following disaster declaration requirements apply to the contractor’s MRCs and WRCs.

The Contractor will make its hot and/or cold site fully operational and available to a subscriber declaring a disaster within twenty-four (24) hours of disaster declaration, or at the time the disaster declarer is ready to occupy the hot site, whichever is sooner, unless the disaster declaration is for business recovery equipment only, in which case a fully operational WRC shall be made available within seventy-two (72) hours of disaster declaration. Daily occupancy costs shall begin when the subscriber occupies the facility, or twenty-four (24) hours after disaster declaration, whichever is sooner, unless the disaster declaration is for business recovery equipment only, in which case daily occupancy costs shall begin when the subscriber occupies the WRC, or seventy-two (72) hours after disaster declaration, whichever is sooner.  The contractor shall prepare an “After Disaster” report documenting the disaster recovery process and all associated costs within ten (10) calendar days. 

C.6.20  Misestimated Resource Correction

At time of disaster, a subscriber may determine its subscription is inadequate to recover its full production environment in an acceptable time frame.   Subscribers that have not conducted a full recovery test, typically newer subscribers, are most susceptible to a misestimation of resources.

At time of disaster, at the subscriber’s request, the contractor shall provide up to an additional ten (10) percent of core system CPU, DASD, and CTD resources, not to exceed the operational resources at the contractor’s recovery facility, at no additional cost.  In said circumstance, the subscriber will upgrade its subscription within sixty (60) days completion of recovery to include the additional equipment resources provided at time of disaster.

C.6.21  Year 2000 Compliance

All equipment, software, and services provided under this contract shall be certified “Year 2000 Compliant” by the manufacturer and/or supplier of the resource, including macro code, firmware, and any other features.  

C.6.21.A

The contractor shall market this contract independently and in coordination with the Government.  Marketing shall include hosting conferences, making presentations, creating brochures, running advertisements, creating web sites, making phone calls, attending meetings, answering questions, and otherwise publicizing the contract to potential clients.

C.6.22  Mandatory Equipment Resources

Mandatory equipment resources are addressed through two means: (1) Core System Resources include a base complement of computing and communications resources, and (2) Additional System Resources include computing and communications resources that may be selected to augment a core system configuration.  At each task order issuance establishing each subscription initiation or renewal, each subscriber will specify a required core system and, as necessary, additional system resources.  Other non-equipment resources and services (e.g., technical support, office space, supplies, test time), as specified in Sections C.6.1-C.6.21, shall be provided as part of  each core system.   

A sample Task Order is included as Attachment C-1.  It provides the required format and detail regarding equipment configurations (e.g., number and type ports and channels on a front end processor) for a sample subscriber.

Specifications that reference manufacturer make and model number, may be substituted with other manufacturers' compatible equipment having equal to or greater capability and capacity.

New, compatible, and/or comparable equipment that replace or augment make and model equipment identified in Sections C.6.22.1.1-C.6.22.2.33, and that are maintained in the contractor’s equipment inventory, shall, at the request of a subscriber, be substituted for equipment identified in Sections C.6.22.1.1-C.6.22.2.33 on a one for one basis (e.g., one gigabyte for one gigabyte, one drive for one drive, one multiplexer for one multiplexer).  As part of its proposal, and three months prior to the end of each contract year, the contractor shall submit an equipment inventory identifying equipment on site at each of its MRCs and WRCs. 

C.6.22.1  Core System Resources
Core System Resources, specified in Sections C.6.22.1.1.1-C.6.22.1.2, must be in place and operational at time of proposal submission.  This includes Core System 8 (232 MIPS CPU, 1024/1024 GB memory, 1300 GB DASD, 44 CTDs, 8 RTDs, 2 FEPs, 2 MUXs, 2 protocol converters, 64 modems, 2 routers, 2 printers, 16 terminals, and 2 PCs) and Core System 13.  For Core System 8, two (2) FEPs (IBM 3725, IBM 3745, Comten 3690, Comten 5660, and/or Comten 5675), not two (2) of each specified make and model FEP, must be in place and operational at time of proposal submission.  The same holds true for the other equipment types, e.g., for Core System 13, three (3) printers (IBM 3800-3, IBM 3827, IBM 3900, IBM 4245-20, Siemens 2300, Xerox 4090, Xerox 4635, and/or Xerox 9790), not three (3) of each specified make and model printer, must be in place and operational at time of proposal submission.  

If a subscriber requires a specified device that the contractor does not operate, or does not operate in the required quantity, e.g., Siemens 2300, the contractor can choose not to vie for a particular task order, or, if it vies for and receives the task order, then it shall make the equipment operational within thirty (30) days of task order issuance, or, in the event of a disaster declaration, at time of hot site occupancy, whichever is sooner.

The contractor shall provide the IBM-compatible mainframe and IBM-compatible personal computer/LAN core system resources specified below.

C.6.22.1.1  IBM-Compatible Mainframe Hot Sites
The contractor shall provide the equipment necessary to support thirteen (13) IBM-compatible mainframe core system configurations.   At a minimum, the contractor shall provide two hot sites that are plug‑to‑plug compatible with and functionally equivalent to one (1) Core System 8 and one (1) Core System 13.  Equipment resources associated with each core system are identified in Attachment C-2 (“IBM Mainframe Core System Configurations”) and in Sections C.6.22.1.1.1-C.6.22.1.1.13.

Attachment C-2 identifies the size, amount, and number of resources associated with each core system configuration, e.g., central processing unit, millions of instructions per second (MIPS), memory, disk storage, cartridge tape drives, reel tape drives, front end processors, etc.   Sections C.6.22.1.1.1-C.6.22.1.1.13 identify equipment make and model numbers associated with each resource type.  

The specifications in Attachment C-2 and Sections C.6.22.1.1.1-C.6.22.1.1.13 are not all inclusive in that additional hardware/software (e.g., operator console) required to establish a fully operational computer system shall be provided as part of each core system.  Each core system must be a dedicated environment, although it may be a logical partition on a shared hardware configuration.  At the subscriber’s request, the contractor shall divide a core system into multiple partitions (number and size to be specified by subscriber).

C.6.22.1.1.1  IBM-Compatible Mainframe Core System Central Processing Unit (CPU)
The contractor shall provide the CPUs specified in Attachment C-2, or plug-to-plug compatible and functionally equivalent equipment.  The contractor may use a physical or logical partition of a larger CPU to meet the capacity requirement of a smaller CPU (e.g., the IBM 9021-9X2 meets the processor capacity requirement of all thirteen [13] IBM mainframe core system CPUs).  At a minimum, the contractor shall provide two physically separate CPUs, in two physically separate locations, equal to or greater in capacity than one (1) IBM 9021-900 and one (1) IBM 9021-9X2.  Each CPU shall be configured with all standard features.  At each task order issuance establishing each subscription initiation or renewal, each subscriber will specify the required core system CPU (e.g., Core System 1/IBM 9021-330/22 MIPS).

C.6.22.1.1.2 IBM-Compatible Mainframe Core System Memory
The contractor shall provide the amount of memory (megabytes main memory/megabytes expanded memory) specified in Attachment C-2 for each core system.  At each task order issuance establishing each subscription initiation or renewal, each subscriber will specify the required core system memory (e.g., Core System1/256 megabytes main memory).  The mix of main memory and expanded memory may be modified on a task order specific basis, by mutual agreement of the contractor and subscriber.  

C.6.22.1.1.3 IBM-Compatible Mainframe Core System Direct Access Storage Device

The contractor shall provide the following direct access storage devices (DASD) in the amount of gigabytes specified in Attachment C-2 for each core system.  Each DASD unit shall be configured with all standard features, including control unit (with cache memory on available models, e.g., 3880/Cache and 3990/Cache).  At each task order issuance establishing each subscription initiation or renewal, each subscriber will select the required DASD units for inclusion in each core system configuration.   

· IBM 3380

· IBM 3390

· EMC Symmetrix

C.6.22.1.1.4  IBM-Compatible Mainframe Core System Cartridge Tape Drive
The contractor shall provide the following cartridge tape drives (CTDs) in the amount of drives (not units) specified in Attachment C-2 for each core system.  Each CTD shall be configured with all standard features, including control unit.  At each task order issuance establishing each subscription initiation or renewal, each subscriber will select the required CTDs for inclusion in each core system configuration.   

· IBM 3480

· IBM 3490

· IBM 3590

C.6.22.1.1.5 IBM-Compatible Mainframe Core System Reel Tape Drive

The contractor shall provide the following reel tape drives (RTDs) in the amount of drives specified in Attachment C-2 for each core system.  Each RTD shall be configured with all standard features, including control unit.  At each task order issuance establishing each subscription initiation or renewal, each subscriber will select the required RTDs for inclusion in each core system configuration.   

· IBM 3420

C.6.22.1.1.6 IBM-Compatible Mainframe Core System Front End Processor
The contractor shall provide the following front end processors (FEPs) in the amount specified in Attachment C-2 for each core system.  Each FEP shall be configured with all standard features.  At each task order issuance establishing each subscription initiation or renewal, each subscriber will select the required FEP(s) for inclusion in each core system configuration.   

· IBM 3725

· IBM 3745

· COMTEN 3690

· COMTEN 5660

· COMTEN 5675

C.6.22.1.1.7 IBM-Compatible Mainframe Core System Multiplexer
The contractor shall provide the following multiplexers (MUXs) in the amounts specified in Attachment C-2 for each core system.  Each MUX shall be configured with all standard features.  At each task order issuance establishing each subscription initiation or renewal, each subscriber will select the required MUX(s) for inclusion in each core system configuration.   

· AT&T 740

· AT&T 745

· AT&T M-24

· IDNX 70

· INFOTRON 1500

· NEWBRIDGE 3600 MAINSTREET

· TIMEPLEX LINK/2

C.6.22.1.1.8  IBM-Compatible Mainframe Core System Protocol Converter
The contractor shall provide the following protocol converters in the amounts specified in Attachment C-2 for each core system.  Each protocol converter shall be configured with all standard features.  At each task order issuance establishing each subscription initiation or renewal, each subscriber will select the required protocol converter(s) for inclusion in each core system configuration.   

· IBM 3708

· IBM 7171

· RENEX TMS3

· RENEX TMS4

C.6.22.1.1.9  IBM-Compatible Mainframe Core System Modem
The contractor shall provide the following modems in the amounts specified in Attachment C-2 for each core system.  Each modem shall be configured with all standard features.  At each task order issuance establishing each subscription initiation or renewal, each subscriber will select the required modems for inclusion in each core system configuration.   

· AT&T 2296A

· BELL 201B

· BELL 201C

· BELL 208A

· BELL 208B

· BELL 212A

· BELL 801C

· CODEX 2382

· CODEX 3261

· RESERVED

· IBM 7861-26

· 19.2 Kbps Compatible

· V.25 Compatible

· V.32 Compatible

· V.34 Compatible

C.6.22.1.1.10  IBM-Compatible Mainframe Core System Router/Bridge/Concentrator
The contractor shall provide the following routers/bridges/concentrators in the amounts specified in Attachment C-2 for each core system.  Each router/bridge/concentrator shall be configured with all standard features.  At each task order issuance establishing each subscription initiation or renewal, each subscriber will select the required router(s)/bridge(s)/concentrator(s) for inclusion in each core system configuration.   

· BAY NETWORKS (WELLFLEET) LN2020

· BAY NETWORKS (WELLFLEET) BCN

· BUSTECH ELC-2

· CISCO AGS+

· CISCO AGS+3

· CISCO AGS+4

· CISCO 2500

· CISCO 7000

· CISCO 7513

· IBM 3172

· INTERLINK 3722 GATEWAY DEVICE

· VITALINK TRANSLAN BRIDGE

C.6.22.1.1.11  IBM-Compatible Mainframe Core System Printer
The contractor shall provide the following printers in the amounts specified in Attachment C-2 for each core system.  Each printer device shall be configured with all standard features, including controller.  At each task order issuance establishing each subscription initiation or renewal, each subscriber will select the required printers for inclusion in each core system configuration.   

· IBM 3800‑3 

· IBM 3827

· IBM 3900

· IBM 4245‑20

· Siemens 2300

· Xerox 4090

· Xerox 4635

· Xerox 9790

C.6.22.1.1.12  IBM-Compatible Mainframe Core System Terminal

The contractor shall provide the following terminals in the amounts specified in Attachment C-2 for each core system.  Each terminal shall be configured with all standard features, including controller.  At each task order issuance establishing each subscription initiation or renewal, each subscriber will select the required terminals for inclusion in each core system configuration.   

· IBM 3270

C.6.22.1.1.13  IBM-Compatible Mainframe Core System Personal Computer
The contractor shall provide the following personal computers in the amounts specified in Attachment C-2 for each core system.  Each personal computer shall be configured as specified below.  At each task order issuance establishing each subscription initiation or renewal, each subscriber will select the required personal computers for inclusion in each core system configuration.   

· IBM Pentium, 133 MHz, 16 megabytes memory, 1.6 gigabytes hard disk, 3.5 inch floppy disk drive, and 6X CD-ROM disk drive

C.6.22.1.2  IBM-Compatible Microcomputer System/LAN Hot Sites

The contractor shall provide twenty-five (25) or more operational workarea recovery stations in a normal business environment at each of two or more WRCs.  Each workarea recovery station shall include a desk, chair, personal computer or terminal, and telephone with basic telephone service.

Additionally, each WRC shall include, at a minimum,  one (1) LAN server, one (1) laser printer (HP LaserJet 4 equivalent), one (1) facsimile machine (CCITT Group III), one (1) copier machine (twelve [12] or more copies per minute), one (1) remote controller (IBM 3174 equivalent), two (2) modems (4-wire 19.2 Kbps or faster dial modems), one (1) LAN bridge (for connection to the MRC), and one (1) conference room to accommodate ten (10) people.  The personal computers shall be linked to each other and to the server by a LAN using Category 5 cable.  The WRCs shall be linked to the MRCs with a high speed WAN, allowing users to access the hot sites from the WRC.

The contractor shall provide the following equipment in the amounts specified at each task order issuance establishing each subscription initiation or renewal (e.g., five [5] emergency response terminals, twenty [20] emergency response personal computers, and one [1] business recovery LAN server).  A subscriber may subscribe to fewer than twenty-five (25), twenty-five (25), or more than twenty-five (25) terminals or personal computers, and zero (0), one (1), or more than one (1) LAN servers.  Each subscriber’s requirements will be identified in its task order.


TERMINAL - IBM 3270

PERSONAL COMPUTER - IBM Pentium, 133 MHz, 16 megabytes memory, 1.6 gigabytes hard disk, 3.5 inch floppy disk drive, and 6X CD-ROM disk drive

LAN SERVER - IBM Pentium, 133 MHz, 32 megabytes memory, 4 gigabytes hard disk, 3.5 inch floppy disk drive, 6X CD-ROM disk drive, and 4 mm or 8 mm tape drive

C.6.22.2  Additional System Resources

Additional System Resources are not part of a core system.  Additional System Resources may be selected to augment the resources provided in a Core System.  The cost of Additional System Resources is in addition to the cost of Core System Resources.

The contractor is not required to have Additional System Resources in place and operational at time of contract award.  Additional System Resources may be subscribed for at time of task order issuance/modification.  Additional System Resources shall be made fully operational within thirty (30) days issuance of a task order/modification, within twenty‑four (24) hours of disaster declaration, or when a disaster declarer is ready to occupy a hot site, whichever is sooner.  Additional System Resources shall be fully operational during both testing and disaster recovery.

If a subscriber requires a specified device that the contractor does not operate, or does not operate in the required quantity, e.g.,8 units/ 64 drives IBM 3590, the contractor can choose not to vie for the particular task order, or, if it vies for and receives the task order, then it shall make the equipment operational within thirty (30) days of task order issuance, or, in the event of a disaster declaration, at time of hot site occupancy, whichever is sooner.

C.6.22.2.1  Additional CPU
The contractor shall provide additional increments of 1 MIPS IBM-compatible mainframe CPU capacity in quantities to be specified in individual task orders (e.g., 1 MIPS, 10 MIPS, 25 MIPS, 100 MIPS).

C.6.22.2.2  Additional Memory

The contractor shall provide additional increments of 64 MB main and/or expanded memory in quantities to be specified in individual task orders (e.g., 64 MB, 256 MB, 512 MB, 1024 MB).

C.6.22.2.3  Additional DASD
The contractor shall provide additional increments of 1 GB IBM 3380‑compatible DASD storage in quantities to be specified in individual task orders (e.g., 20 GB, 60 GB, 120GB, 240 GB).

The contractor shall provide additional increments of 1 GB IBM 3390 or EMC Symmetrix- compatible DASD storage in quantities to be specified in individual task orders (e.g., 60 GB, 90 GB, 360 GB, 1080 GB).

C.6.22.2.4  Additional Cartridge Tape Drives
The contractor shall provide additional increments of  one (1) IBM 3480‑compatible cartridge tape unit (2 drives per unit) in quantities to be specified in individual task orders (e.g., 1 unit/2 drives, 2 units/4 drives, 4 units/8 drives, 8 units/16 drives).

The contractor shall provide additional increments of one (1) IBM 3490‑compatible cartridge tape unit (4 drives per unit) in quantities to be specified in individual task orders (e.g., 1 unit/4 drives, 2 units/8 drives, 4 units/16 drives, 8 units/32 drives).

The contractor shall provide additional increments of one (1) IBM 3590‑compatible cartridge tape unit (8 drives per unit) in quantities to be specified in individual task orders (e.g., 1 unit/8 drives, 2 units/16 drives, 4 units/32 drives, 8 units/64 drives).

C.6.22.2.5  Additional Reel Tape Drives

The contractor shall provide additional increments of one (1) IBM 3420‑compatible reel tape units (1 drive per unit) in quantities to be specified in individual task orders (e.g., 1 unit/1 drive, 2 units/2 drives, 4 units/4 drives, 8 units/8 drives).

C.6.22.2.6  Additional Front End Processors
The contractor shall provide one or more additional front end processors of the following types, or compatibles with equal to or greater capability and capacity.  Each front end processor shall be configured with all standard features.

· IBM 3725

· IBM 3745

· COMTEN 3690

· COMTEN 5660

· COMTEN 5675

C.6.22.2.7  Additional Multiplexers
The contractor shall provide one or more additional multiplexers of the following types, or compatibles with equal to or greater capability and capacity.  Each multiplexer shall be configured with all standard features.

· AT&T 740

· AT&T 745

· AT&T M-24

· IDNX 70

· INFOTRON 1500

· NEWBRIDGE 3600 MAINSTREET

· TIMEPLEX LINK/2

C.6.22.2.8  Additional Protocol Converters
The contractor shall provide one or more additional protocol converters of the following types, or compatibles with equal to or greater capability and capacity.  Each protocol converter shall be configured with all standard features.

· IBM 3708

· IBM 7171

· RENEX TMS3

· RENEX TMS4

C.6.22.2.9  Additional Modems
The contractor shall provide one or more additional modems of the following types, or compatibles with equal to or greater capability and capacity.  Each modem shall be configured with all standard features.

· AT&T 2296A

· BELL 201B

· BELL 201C

· BELL 208A

· BELL 208B

· BELL 212A

· BELL 801C

· CODEX 2382

· CODEX 3261

·  RESERVED

· IBM 7861-26

· 19.2 Kbps Compatible

· V.25 Compatible

· V.32 Compatible

· V.34 Compatible

C.6.22.2.10  Additional Routers/Bridges/Concentrators

The contractor shall provide additional routers/bridges/concentrators of the following type, or compatible with equal to or greater capability and capacity.

· BAY NETWORKS (WELLFLEET) LN2020

· BAY NETWORKS (WELLFLEET) BCN

· BUSTECH ELC-2

· CISCO AGS+

· CISCO AGS+3

· CISCO AGS+4

· CISCO 2500

· CISCO 7000

· CISCO 7513

· IBM 3172

· INTERLINK 3722 GATEWAY DEVICE

· VITALINK TRANSLAN BRIDGE

C.6.22.2.11  Additional Printers
The contractor shall provide one or more additional printers of the following types, or compatibles with equal to or greater capability and capacity.  Each printer shall be configured with all standard features, including controller.

· IBM 3800‑3 

· IBM 3827

· IBM 3900

· IBM 4245‑20

· Siemens 2300

· Xerox 4090

· Xerox 4635

· Xerox 9790

C.6.22.2.12  Additional Terminals
The contractor shall provide additional terminals of the following type, or compatible with equal to or greater capability and capacity. 

· IBM 3270

C.6.22.2.13  Additional Personal Computers
The contractor shall provide additional personal computers of the following type, or compatible with equal to or greater capability and capacity.  Pentium class, 133 MHz, 16 megabytes memory, 1.6 gigabytes hard disk, 3.5 inch floppy disk drive, and 6X CD-ROM disk drive.

C.6.22.2.14  Additional Channel Service Unit/Digital Service Unit /Integrated Service Unit 

The contractor shall provide one or more additional CSU/DSU/ISU of the following type, or compatible with equal to or greater capability and capacity.  Each CSU/DSU/ISU shall be configured with all standard features.

· General DataComm 552

· ADTRAN 2 X 64 ISU 

C.22.2.15  Additional Storage Space
The contractor shall provide additional storage space at its MRCs to locate on an ongoing basis Government‑provided equipment.  The storage space shall accommodate pre‑wired rack cabinets for communications equipment (either Government‑provided or contractor‑provided).  The storage space shall accommodate equipment stored in cold (not powered on), warm (powered on), and hot (powered on and attached to network) mode.  The contractor shall connect the Government-provided equipment to the contractor’s computer and network recovery equipment at time of test and disaster.  The contractor shall restrict access to the Government‑provided equipment to authorized Government and contractor personnel only, and shall maintain environmental controls that satisfy original equipment manufacturer specifications. 

C.6.22.2.16  Additional Rack Cabinets
The contractor shall provide additional pre‑wired rack cabinets to accommodate Government‑provided communications equipment.

C.6.22.2.17  Additional Communication Lines
The contractor shall provide for the installation and use of "switched" T-3, T‑1, and/or 56 Kbps circuits between one or more subscriber facility/network node and one or more contractor facility/network node.  

The contractor shall provide for the installation and use of ISDN Primary Rate Interface (PRI) and ISDN Basic Rate Interface (BRI) circuits between one or more subscriber facility/network node, in area codes 202, 301, 410, and 703 only, and one or more contractor facility/network node.

C.6.22.2.18  Additional Cache Memory
The contractor shall provide one or more additional increments of 32 MB cache memory for DASD controllers.

C.6.22.2.19  Additional Channel Extenders
The contractor shall provide one or more additional channel extender of the following type, or compatible with equal to or greater capability and capacity.  Each channel extender shall be configured with all standard features.

· NSC 7200

· AT&T Paradyne 8860

· Computerm (Host and Remote)

C.6.22.2.20  Additional Controllers
The contractor shall provide additional controllers of the following type, or compatible with equal to or greater capability and capacity.  Each controller shall be configured with all standard features.

· IBM 3174 (Local)

· IBM 3x74 (Remote)

C.6.22.2.21  Additional Timers and Coupling Facilities
The contractor shall provide additional timers and coupling facilities of the following type, or compatible with equal to or greater capability and capacity.  Each timer and coupling facility shall be configured with all standard features.

· IBM 9037

· IBM 9764

C.6.22.2.22  Additional Mobile Clusters
The contractor shall provide additional mobile clusters of the following type, or compatibles with equal to or greater capability and capacity.  Each mobile cluster shall be configured with all standard features:

· (1)  IBM 3x74 Remote Controller

· (25) IBM 327x Terminals

· (2)  Modems (1 at Remote Location and 1 at Recovery Center)

· (2)  IBM 4224 Printers

C.6.22.2.23  Additional Storage Lockers
The contractor shall provide additional storage lockers at its MRCs, each with six (6) or more cubic feet of storage space and a locking device, to locate on an ongoing basis Government‑provided materials, e.g., magnetic tape containing operating system, documentation, tools, and disaster recovery plan.

C.6.22.2.24  Additional T-3 Access

The contractor shall provide additional T‑3 access at its facility for Government provided dedicated or switched T‑3 circuits.  For switched T‑3 service, the contractor shall provide the CSU/DSU at the recovery center.

C.6.22.2.25  Additional T‑1 Access
The contractor shall provide additional T‑1 access at its facility for Government provided dedicated or switched T‑1 circuits.  For switched T‑1 service, the contractor shall provide the CSU/DSU at the recovery center.

C.6.22.2.26  Additional 56Kb Access
The contractor shall provide additional 56Kb access at the recovery facility for Government provided dedicated or switched 56Kb circuits.  For switched 56Kb service, the contractor shall provide the CSU/DSU.

C.6.22.2.27  Additional ISDN Access

The contractor shall provide additional ISDN PRI (T-1) and BRI (128 Kb) access at the recovery facility for Government provided ISDN PRI and BRI circuits.  The contractor shall provide the  ISU.  

C.6.22.2.28  Additional Customer Control Center

The contractor shall provide an additional Customer Control Center (remote console capability) at a WRC.  The Customer Control Center equipment shall be channel extended to the contractor’s MRCs.  The WRC shall be linked to the MRCs with a high speed WAN, allowing users to access the hot sites from the WRC.  The Customer Control Center shall consist of equipment of the following types, or compatibles with equal to or greater capability and capacity:

· Level 1 ‑
8 IBM 3270 Terminals

· Level 2 ‑
8 IBM 3270 Terminals




1 IBM 4245 Printer




1 IBM 3800‑3 Laser Printer

· Level 3 ‑
8 IBM 3270 Terminals




1 IBM 4245 Printer



1 IBM 3800‑3 Laser Printer



1 IBM 3745 Front End Processor



1 IBM 3420 Reel Tape Drive Unit



1 IBM 3480 Cartridge Tape Drive Unit

C.6.22.2.29  Additional Technical Support
The contractor shall provide additional technical support during testing and recovery.  The subscriber will complete one disaster recovery test prior to utilizing additional tape handling and operation support services.  The additional technical support shall include one or more of the following:

· Tape Handling Services

· Operation Support Services

Prior to the initiation of a test or recovery, the contractor shall provide tape handling services by staging a subscriber's tapes (place tapes in racks) in accordance with the subscriber's written instructions.  During a test or recovery, the contractor shall mount the subscriber's tapes in accordance with the subscriber's instructions.  After a test or recovery, the contractor shall package the subscriber's tapes in numerical sequence and return them to the subscriber.  The subscriber will be responsible for providing backup tapes to the contractor in accordance with documented recovery center procedures and format; providing inventory (tape listing) of tapes being shipped to the recovery center; and paying tape shipment costs.

During a test or recovery, the contractor shall provide operation support services, including, but not limited to, performing the subscriber's full volume DISK restores in accordance with the subscriber's written instructions; load/boot/IPL the subscriber's Network Control Program (NCP) (IBM mainframe only) and assist with NCP debugging operations; provide on-going operational support for system and network software; make designated terminals available for the subscriber's use; provide console logs or printouts as requested; and provide problem log and test results/problem resolutions to the subscriber.  The subscriber will be responsible for making available for telephone consultation a qualified, technical contact, with good working knowledge of the system; completing a formal review of recovery center procedures and a documentation walk through; establishing test objectives; providing written documentation/script to the contractor of system parameters (e.g., passwords, options) as requested by the recovery center; and obtaining any necessary permissions for the contractor to access third party software.

C.6.22.2.30  Additional Consulting Support

The contractor shall provide one or more qualified consultants.  The qualified consultants shall provide services including, but not limited to, business impact analysis, disaster recovery planning, recovery plan testing, fault tolerant network design, and training.  Each consultant shall meet the following minimal qualifications: (1) four (4) year college degree, (2) ten (10) or more years information and/or communications systems experience as a programmer, technician, and/or analyst, (3) ten (10) or more years experience as a disaster recovery or business continuity planner, and (4) disaster recovery or business continuity planner certification (by the Disaster Recovery Institute or another similarly accredited organization).  The contractor shall submit for each proposed consultant a statement of qualifications.  FEDSIM shall approve or disapprove each proposed consultant.

Consulting services shall result in the provision of written, oral, and/or visual deliverables (e.g., report, briefing, training video).  All deliverables, submitted in both draft and final format, shall be reviewed by the consultant, a technical editor, and a manager.  The consultant, technical editor, and manager shall certify, in writing, that the technical content; grammar, spelling, and syntax; and professional format and presentation of the deliverable have been reviewed and are approved.  Deliverables rejected by the Government shall be corrected and resubmitted to the Government within two weeks, at no additional cost.

All written deliverables shall adhere to the format and content requirements specified in the FEDSIM Writer’s Guide, Revision 2, May 1994.  All deliverables shall be provided in hard copy (five copies) and electronic format (3.5 inch diskette), and shall be submitted in Microsoft Word compatible format (Version 7.0 and up). 

C.6.22.2.31  Automated Disaster Recovery Planning Tool

The contractor shall provide a microcomputer/LAN-based automated disaster recovery planning tool.  The contractor shall provide, at a minimum, one day of formal training; system and user documentation; a license to use the tool (single user, up to five users, and up to 50 users); ongoing maintenance; and help desk support.  When used by the contractor to develop a disaster recovery plan, the contractor shall populate the associated data bases and generate the plan.

C.6.22.2.32  Shippable System Resources
At each task order issuance establishing each subscription initiation or renewal, subscribers will identify system resources (e.g., modems, controllers, terminals, personal computers, servers, mobile clusters), they require the contractor to ship to designated remote location(s) at time of test or disaster.  The contractor shall provide the equipment at the designated remote location(s) at time of scheduled test, and/or within forty-eight (48) hours of disaster declaration, for use during the duration of the test or recovery.  The subscriber will be responsible for shipping charges.

C.6.22.2.33  Cost Reimbursable Items

The contractor will be reimbursed for cost reimbursable items, such as express shipping of equipment, up to the not to exceed amount specified in the task order.  The contractor shall not provide, nor shall the Government make reimbursement for, items unrelated to official government business (e.g., entertainment, long distance personal phone calls), or items covered by Government travel orders (e.g., food, lodging, rental car).  The contractor shall not provide cost reimbursable items in excess of the not to exceed amount specified in the task order.

C.6.23  Optional System Resources

Optional System Resources may be requested at time of task order issuance or modification, and, for items marked with an asterisk (*) only, at time of disaster alert or disaster.  The contractor is not required to provide any or all Optional System Resources.  If the contractor desires to provide an optional resource, it will propose pricing in response to a request for proposal.  Optional System Resources shall be provided through the issuance of a task order or task order modification.  Optional System Resources shall be made fully operational within a mutually agreed to time frame, established at time of task order issuance/modification.  Non-equipment resources and services (e.g., technical support, office space, supplies, test time), as specified in Sections C.6.1-C.6.21, shall be provided as part of  each midrange system configuration.

Optional System Resources include supplies and services that may be used before, during, and/or after a threatened or actual disruption to normal computing and/or communication operations, to enable a subscriber to maintain or recover its business functions in a timely and effective manner.  Optional System Resources include, but are not limited to, the following:

Off-site storage and retrieval of data, including physical transportation of backup tapes to and from an off-site storage facility, and electronic transmission of data over a communication circuit to an off-site storage facility, or to the contractor’s recovery facility for near-line or on-line storage, e.g., electronic vaulting, remote journaling, data base shadowing


Recovery of damaged data and media (*)

Repair and/or replacement of destroyed and/or damaged automated information system and/or communication system equipment with new equipment or refurbished equipment certified to be in like new condition by the original equipment manufacturer (*)

Provision of Unisys compatible mainframe system equipment, e.g., Unisys 2200


Provision of AT&T compatible midrange system equipment, e.g., AT&T Teradata 3600


Provision of Compaq compatible midrange system equipment, e.g., Compaq ProLiant

5000


Provision of Data General compatible midrange system equipment


Provision of Digital Equipment Corporation compatible midrange system equipment, e.g.,

DEC Alpha and VAX


Provision of Filenet compatible midrange system equipment, e.g., Series 6000


Provision of Hewlett Packard compatible midrange system equipment, e.g., HP 9000

Provision of International Business Machine compatible midrange system equipment, e.g., IBM AS/400 and RS/6000


Provision of NetFRAM compatible midrange system equipment


Provision of Pyramid compatible midrange system equipment, e.g., Pyramid Nile 150


Provision of Sequent compatible midrange equipment


Provision of Sequoia compatible midrange equipment

Provision of Silicon Graphics compatible midrange system equipment, e.g., SGI INDY

R5000SC


Provision of Stratus compatible midrange system equipment, e.g., Stratus XA 2000


Provision of Sun compatible midrange system equipment, e.g., Sun SPARCcenter 2000

and Sun Ultra Enterprise 10000


Provision of Tandem compatible midrange system equipment, e.g., Tandem VLX

Provision of larger/faster Pentium (or successor) servers, e.g., 266 MHz, 64 MB memory, 6 GB hard disk

Provision of mail handling equipment, e.g., joggers, bursters, inserters, and sealers, and services (*)


Provision of automated fast DASD erase utility


Provision of additional security services (*)


Provision of print, copy, and/or microfiche services (*)

Provision to operate equipment at a classified level of trust, including, but not limited to, appropriate contractor facility and personnel security clearances, and system certification

Provision of  recovery facilities, hot sites, and associated resources outside the continental United States

Provision of  modular building or mobile trailer recovery facilities 

Provision of  fractional T-3 circuits (e.g., 3, 4, 5, or 7 DS1 channels at 1.536 Mbps per channel), and fractional T-1 circuits (e.g., 1-12 DS0 channels at 64 Kbps per channel)

Provision of ISDN PRI and ISDN BRI circuits, outside area codes 202, 301, 410, and 703

Provision of voice recovery services, including, but not limited to, switch redirect service and voice mail recovery

Provision of Internet access recovery services

Provision of additional shippable system resources at time of disaster only (*)


Installation of system resources shipped to subscriber’s remote location(s)

Provision of consulting services and system resources for Year 2000 conversion testing; these shall not be provided on Core Systems 8 and 13, which, under this contract, are dedicated to disaster recovery testing and recoveries

Provision of different configurations for testing and recovery, e.g., 50% Core System CPU, DASD, and CTD for testing, and 100% Core System CPU, DASD, and CTD for recovery

Provision to limit at time of disaster costs (disaster declaration fee, daily hot site fee, daily cold site fee) incurred during first three (3) weeks of disaster, to deductible amount, in consideration of recurring monthly fee
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