II.  Mail Center Operating Procedures – Creating a Safe and Secure Environment

Most of the effort in developing a risk assessment, as described in the preceding section, should be accomplished by security professionals.  By contrast, mail center operating procedures must, necessarily, be developed locally. Though higher levels in the federal agency will develop the policy these procedures will be based on work processes at the local level.  Please remember that all decisions about mail center operating procedures, as well as every other aspect of mail center security, must be based on the risk assessment.

Incoming Mail Procedures

If possible, acquire an x-ray machine to scan mail.  If mail volume is too low to justify acquiring an x-ray machine, consider partnering with another organization to x-ray.  All mail, regardless of carrier, should be x-rayed – be sure to include couriers and small package carriers.

Once the mail has been x-rayed, inspect the mail for suspicious characteristics.  If possible, do this in an area isolated from the rest of the mail center. See “Training and Rehearsal” below for information on inspecting incoming mail, and see “Physical Security in the Mail Center” for information on isolating the incoming mail processing area.  Mark all packages with a stamp that says “x-ray” to acknowledge that it has been screened if at all possible.

Limit access for anyone who delivers mail to your center; deal with them at a counter.

Authorized receptacles for U.S. Mail clearly labeled.

Procedures established for handling unexplained or suspicious packages.

Make personal protection equipment available for all employees, including gloves and masks.  See “Employee Safety” below for additional information.

Require employees to wear photo identification at all times.

Instruct employees to challenge any unknown person in the facility.

Deliveries for Senior Executives  

Give extra care and attention to letters and packages addressed to any senior official whose names and/or positions give them higher public visibility.  Meet with representatives from the senior management  (Executive Secretariat, Administrator, etc.) to establish procedures for mail and packages addressed to senior officials.  Mark all packages and envelopes addressed to senior officials after you have screened them; the best practice is to use a large stamp that says “Inspected by Mail Services.”  No letters or packages should be accepted at the Executive Area unless clearly stamped “Inspected by Mail Services”.  This includes both internal and external deliveries.

Handling Accountable Mail

Establish a closed-loop manifest system for all accountable letters and packages (e.g., certified mail, UPS, FedEx).  Verify the delivery manifest sheet to ensure that you have received all packages listed.  Accept complete shipments only.

A closed-loop system means that someone signs for each piece of accountable mail whenever possession changes.  For example, the receiving clerk should require internal couriers to sign for all packages that they deliver. 

Always require a signature for accountable mail at the final point of delivery.  Don’t leave any accountable mail at an unoccupied desk or mailbox.  Have someone else in the department sign for the piece, or leave a note with directions to pick up the piece at the mail center. 

Retain copies of all accountable mail manifests.

If possible, install an electronic manifest system to speed up the process and increase accuracy.  An electronic system also makes it easier to conduct research on past deliveries.

Personal Mail

In most circumstances, agency and/or facility-level policy should prohibit handling incoming or outgoing personal mail in a federal mail center.  The existing federal regulation on mail management, 41 CFR, 102-192.125(i), authorizes agencies to adopt this policy, but it also authorizes federal mail managers, at the facility level, to make exceptions where appropriate. 

All employees should be notified that any mail sent to the office is considered “delivered” by the United States Postal Service once it is received in the mail center and therefore can be opened by the agency mail center.

Loss Prevention and Cost Avoidance

· Screen job applicants before hiring them – do credit and criminal checks, and try to talk with references and former employers.

· Be aware of what may prompt an employee to steal.

· Integrate accounting procedures for all forms of postage – meters, stamps and permits. 

· Establish procedures to control access of employees, known visitors and escorted visitors. 

· Require visitors to sign a log, and if possible, install access control equipment.  Key control, card readers, or buzz entry are a few options. 

· Permit only authorized employees to accept mail.

· Conduct regular checks of your postage meters to ensure employees are not using agency meters for personal mail.  Maintain meter logs (Postal Service Form 3602-A or electronic logs) carefully, and lock meters when not in use.  Where feasible, remove the meter from the equipment and store it in a locked cabinet during off-hours.

· Carefully package shipments of valuable materials; send them via certified mail, and make sure their outside labeling does not identify the contents.

· Implement inventory controls to ensure proper access and accountability for stamps, permit envelopes and labels, and perform regular audits of the inventory. 


· No personal mail should be sent using the meter or permit imprints.  If the agency allows staff to drop personal mail at the Mail Center, separate it from official outgoing mail, and insist that staff provide their own stamps for personal mail.

· Review bills from carriers (e.g., FedEx, UPS) regularly to guard against unauthorized use.

· Check periodically to determine if the mail messengers are making unauthorized stops or leaving the mail unattended in unlocked delivery vehicles.

· Obtain delivery time listing from express carriers and make sure that all appropriate refunds are collected.

Physical Security in a Mail Center/Facility

· If possible, make the mail center an enclosed room with defined points of entry.  If you can’t put the mail center in its own room, then set aside a defined space that is used only for processing mail.  Do not have employee lockers within the mail center.  If possible, locate the mail center near the loading dock.  This will allow the mail to travel directly to the mail center from outside and minimize the impact that any potentially contaminated mail will have on the rest of the building.

· Within the mail center, establish a separate space for processing incoming mail.  For a small mail center, this might be no more than a defined part of a table or desk.  In a large mail center, this could be a separate room.  Be sure to check the ventilation system of the area you choose to ensure adequate airflow.

· Where the risk assessment, the volume of mail and a cost-benefit analysis make it appropriate, the mail center should have its own air handling and ventilation system.  You may also consider establishing negative air pressure for the area where you process incoming mail or for the entire mail center.  Down-draft tables with HEPA filters are a good way to limit employee exposure to routine dust as well as possible airborne hazards.  You may also want to consider an isolated room with its own ventilation system and HEPA filters.  

· If you regularly see suspicious letters or packages in your mail stream, you may want to obtain a glove box or biochemical hood in which to open them (a biochemical hood operates with negative air pressure).  In any event, you should establish a relationship with a first responder organization that has a glove box or hood, so that they can open suspicious mail.

· Install alarms at each access point, and monitor them for after-hours activity.

· Install secure areas, such as safes or locked cabinets, for meters, express shipments and valuables.  Reset combinations and re-key locks after significant employee transitions.  

· Provide a separate and secure area for personal items (e.g., coats and purses).  Consider prohibiting employees from taking personal items into the workplace.

· Where appropriate, use surveillance cameras to monitor the service counter and all entrances (Assure your employees that the cameras aren’t for tracking their movements, but for protecting them from potential threats.) 

· Make sure that supervisors and team leaders are clearly visible from the floor.  Proper supervision is a prerequisite for keeping personnel and your mail center safe.  Leaders must be easily accessible to respond to emergency situations. 

· Post signs around the mail center listing whom to call in the event of various emergencies such as fire, theft, suspicious package, etc.  This is probably the most important step you can take in preparing to deal with emergencies or suspicious letters and packages.

Daily Opening and Closing Procedures

Prepare detailed procedures for opening and closing the mail center.  Make sure that logs and checklists are filled out and signed daily. 

The checklist for opening the mail center should include:

· Check all locks/entrances

· Start visitor log

· Verify contents of safe/vault

· Take meter readings

The checklist for closing the mail center should include:

· Take meter readings

· Secure meters

· File visitor log

· Secure all mail

· Create safe/vault contents log

· Check all locks/entrances
Establish daily procedures for cleaning the area and equipment used to process inbound mail.  All flat work areas should be wiped down daily with disinfectant.  All machines should be cleaned with disinfectant wipes and vacuums equipped with HEPA filters.  Do not use pressurized air to clean equipment and machinery.  

Building Security Committees

The 1995 Department of Justice Vulnerability Assessment of Federal Facilities recommends that all Federal buildings should have Building Security Committees (BSC).  BSC Membership consists of at least one representative from each of the Federal agencies occupying the building.  The BSC serves as the principal forum for discussion of the building’s security and emergency planning requirements.

The mail center manager should maintain contact with the building BSC, and should ensure that the overall building security plan includes specific consideration of the mail center and its particular vulnerabilities and needs. 

Offsite Processing Of Incoming Mail

Offsite processing is an option that you should consider if the security assessment identifies a high level of risk or if mail volumes are large enough to justify the cost.  However, there are also advantages, primarily in terms of timely processing and readily available customer service, to placing the mail center on site.  

Consideration of offsite processing probably will give rise to additional questions, such as:

· Which specific aspects of mail processing can be accomplished with a higher level of security offsite?

· What is the difference in cost to build, maintain and operate the offsite facility versus a comparable facility onsite?

· Will you also maintain a customer service counter onsite?

· How much longer will it take to deliver mail if it is processed offsite, and would the additional time be critical to part of your agency’s operations?

· Will a contractor operate the offsite facility and, if so, what security and performance standards will you establish in the contract?

· Would it be cost-effective to scan, store, and deliver some portion of the incoming mail electronically?

Personal Protective Equipment

GSA does not recommend mandatory use of personal protective equipment  (PPE) if the risk analysis does not support it.  This includes gloves, aprons, and respirators (“respirator” is the correct term, rather than “mask”).  On the other hand, GSA does recommend making PPE available for any mail center personnel who chose to use it.  This equipment can cause problems, so any employee who chooses to use it must be trained.  Removing gloves the wrong way can spread contamination, for example, and respirators can induce respiratory problems in some people.   Respirators must be fitted by a trained expert to provide any useful level of protection.  Managers must ensure that all equipment is kept clean and properly serviced.

The Centers for Disease Control (CDC) provide guidance on selecting PPE to protect against bioterrorism, and the Occupational Safety and Health Administration (OSHA) provides guidance on using PPE in workplaces.  For the most current information, refer to the Centers for Disease Control website: www.bt.cdc.gov and the OSHA website at www.osha-slc.gov/.

If some employees chose to use PPE, you should establish a log that lists when each employee completed equipment training.

Psychological Effects

More deeply than most of realize or are willing to admit, we have been profoundly affected by the attacks on the United States and the specter of a prolonged war against terrorism.  We need to support each other and listen well with our ears and our hearts.  For many reasons, this elevated need for good listeners will linger for a long time.  In addition, the on-going hoaxes generated keep our emotions high in anticipation of another attack.

Feel and observe what is going on around you.  Listen to what is being said and to what is not being said.  Watch the attitudes, moods and body language of co-workers, friends and others with whom you interact.  Do you sense that unspoken fears are troubling a co-worker?  Does he/she seem unusually quiet, sad troubled or edgy?  Trust your instincts and intuitions.  Don’t hesitate to strike up a conversation.  When you really care and when you are willing to take time to be with another you may be surprised at how readily people will open up and share their feelings with you.  Create an atmosphere that welcomes sharing, while also being respectful of individuals who have little to say or prefer to remain silent.  

For more information on coping with terrorism, visit the following web sites:

The American Psychological Association  -- Coping with Terrorism, Tips for helping you cope after a terrorist attack, and reassurance that it is okay to feel fear and uncertainty about the future http://www.helping.apa.org/daily/terrorism.html
American Medical Association – Fear and anxiety are normal human reactions to a perceived threat or danger.  Uncertainty is manageable if people keep the threat of fear in perspective.  “Knowledge and information based on fact can help us manage our anxieties”, says Richard K. Harding, M.D., and APA President Read more at: http://www.psych.org/disaster/copingnationaltragedy-main92501.cfm
American Psychiatric Association – Psychosocial, Post Traumatic Stress Resources, as well as resources for helping children
http://www.psych.org/disaster/copingnationaltragedy-main92501.cfm
The Red Cross also has information available on how citizens can prepare for a terrorist attack www.redcross.org/services/disaster/keepsafe/unexpected.html
The attitudes and feelings of employees are critical to the success of your mail center during normal operations, and even more so in light of the attacks.  It is important to recognize that some of your employees will have concerns about their personal safety.  Managers need to be prepared to help employees carry out their jobs in these challenging times.

The U.S. Office of Personnel Management has prepared an excellent website with quick access to practical, timely resources: http://www.opm.gov/ehs/terrorism.htm. Topics there include:

· Coping with violence, disaster, and stress

· Hazardous duty pay

· Leave administration

· Responding to telephone threats

Every federal agency has an Employee Assistance Program (EAP) to help restore employees to full productivity.  The EAP provides free, confidential short term counseling to identify the employee’s problem and when appropriate, make a referral to an outside organization, facility or program to assist the employee in resolving their problem. Counselors are available to help manage fears.  Mail managers should know how to avail themselves and employees of these services if they are needed.  To locate the EAP serving your federal agency, call your human resource office and ask for the telephone number.  For additional information about EAP, download Your Federal Employee Assistance Program:  A Question and Answer Guide for Federal Employees at http://www.opm.gov.  

A traumatic event in the workplace may impact an organizations ability to perform.  Guidance for agency managers can be found in the Handling Traumatic Events: A Manager’s Handbook, which describes steps managers can take to provide effective leadership after a traumatic event.  This is at http://www.opm.gov.

Workplace Violence

Employees who are being harassed, stalked or threatened inside or outside the workplace should inform their managers, and supervisors. Managers have a responsibility to be sensitive to the realities of workplace violence and the effects on employees from abuse outside the workplace.  Some employees may be involved in domestic disputes that have the potential to erupt and spill over into the workplace.  Every effort must be made to protect these employees and anyone else who may become an innocent victim.

Building security should be notified, and additional steps should be actions taken to protect these employees.  If there appears to be an immediate threat, notify the law enforcement resource that can most readily provide security in the situation.  This resource may be a local police officer, an Inspector, a Special Agent, or a Federal Protective Service Officer.  Everyone in the office should know who the responsible law enforcement resources are and how to contact them.  Establishing these contacts prior to a crisis can help in the event they are needed in an emergency.  More information is available on workplace violence at the OPM website at http://www.opm.gov and using the search tool type in workplace violence.

