DocusSign Envelope ID: 2FAD71ED-8F65-4548-9F2A-9D3CA86C3A51

Annual Report to Congress
and the General Services
Administration (GSA)

Administrator

Submitted by the Federal Secure Cloud Advisory
Committee (FSCAC)

December 2022 - May 2024

( FEDERAL SECURE CLOUD
ADVISORY COMMITTEE



DocuSign Envelope ID: 2FAD71ED-8F65-4548-9F2A-9D3CA86C3A51

¢ FSCAC

May 20, 2024

The Honorable James Comer
Chair, Committee on Oversight
and Accountability

House of Representatives
Woashington, D.C. 20515

The Honorable Jamie Raskin

Ranking Member, Committee on Oversight
and Accountability

House of Representatives

Woashington, D.C. 20515

Dear Chair Comer and Ranking Member Raskin:

We have the honor of transmitting to you the Federal Secure Cloud Advisory
Committee’s (FSCAC) December 2022 to May 2024 Annual Report. The report, approved by
the Committee on May 20, 2024, includes the Committee’s findings, conclusions, and
recommendations that the Committee deems necessary in order to augment the secure
adoption of cloud computing products and services as required by the James M. Inhofe
National Defense Authorization Act for Fiscal Year 2023 (NDAA).

This report also includes additional background information on the Committee, further
details on its membership composition, and key metrics and milestones achieved by the
Committee this year.

Respectfully Submitted,

DocuSigned by:

lawrunee tale 5/28/2024

503C6BA2D7F94F5. .

Lawrence Hale

Chairperson
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Introduction

Background Information and History of the
Committee

On December 23, 2022, Congress passed the James M. Inhofe National Defense
Authorization Act for Fiscal Year 2023 (NDAA), and thus the Federal Secure Cloud
Advisory Committee (FSCAC) was formally established under the Federal Advisory
Committee Act (FACA) as of its Charter’s official filing date of February 28, 2023.

The duties of FSCAC include providing advice and recommendations to the GSA
Administrator, the FedRAMP Board, and agencies on technical, financial, programmatic,
and operational matters regarding the secure adoption of cloud computing products and
services.

The majority of the work of this Committee will be focused around the NDAA's statutory
requirements and purpose, specifically to

1. Examine the operations of FeEdRAMP and determine ways that authorization
processes can continuously be improved, including the following:

a. Measures to increase agency reuse of FedRAMP authorizations.

b. Proposed actions that can be adopted to reduce the burden, confusion, and
cost associated with FedRAMP authorizations for cloud service providers.

c. Measures to increase the number of FeEdRAMP authorizations for cloud
computing products and services offered by small businesses concerns (as
defined by section 3(a) of the Small Business Act (15 U.S.C. 632(a)).

d. Proposed actions that can be adopted to reduce the burden and cost of
FedRAMP authorizations for agencies.

2. Collect information and feedback on agency compliance with and implementation of
FedRAMP requirements, and

3. Serve as a forum that facilitates communication and collaboration among the
FedRAMP stakeholder community.

Not later than 540 days after the date of enactment of section 3616 of the NDAA, and
annually thereafter, the Committee is required to submit to the GSA Administrator and
Congress a report containing such findings, conclusions, and recommendations as have
been agreed to by the Committee, which are further delineated in the subsequent
sections of this report.
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Committee Members

As stipulated in the NDAA, the Committee is comprised of not more than 15 members
who are qualified representatives from the public and private sectors, appointed by the
Administrator, in consultation with the Director, as follows:

A. The Administrator or the Administrator’s designee, who shall be the Chair of the
Committee.

B. At least 1 representative each from the Cybersecurity and Infrastructure Security
Agency and the National Institute of Standards and Technology.

C. At least 2 officials who serve as the Chief Information Security Officer within an
agency, who shall be required to maintain such a position throughout the duration of
their service on the Committee.

D. At least 1 official serving as Chief Procurement Officer (or equivalent) in an agency,
who shall be required to maintain such a position throughout the duration of their
service on the Committee.

E. Atleast 1 individual representing an independent assessment service.

F. Atleast 5 representatives from unique businesses that primarily provide cloud
computing services or products, including at least 2 representatives from a small
business concern (as defined by section 3(a) of the Small Business Act (15 U.S.C.
632(a))).

G. At least 2 other representatives of the Federal Government as the Administrator
determines necessary to provide sufficient balance, insights, or expertise to the
Committee.

As such, listed below are the names and titles of FSCAC members who have been
appointed to fill these required seats.

Larry Hale

FSCAC Chair & Deputy Assistant Commissioner, IT Category Management at General
Services Administration (GSA)

Branko Bokan

Chief of Architecture and Engineering Center of Excellence at the Cybersecurity and
Infrastructure Security Agency (CISA)

Matt Scholl
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Chief of the Computer Security Division, Information Technology Laboratory at National
Institute of Standards and Technology (NIST)

Bo Berlas

Chief Information Security Officer, Office of the Chief Information Security Officer at
GSA

La Monte Yarborough

Chief Information Security Officer, Office of Information Security at Health and Human
Services (HHS)

Nauman Ansari

Senior Procurement Executive, Office of Financial Operations & Acquisition
Management at Small Business Administration (SBA)

Jackie Snouffer

Director of Risk Management at Defense Information Systems Agency (DISA)

Bill Hunt

Assistant Director of the Cloud Center of Excellence at the United States Securities and
Exchange Commission (SEC)

Joshua Cohen

Digital Services Expert, Office of the Chief Technology Officer at Department of
Veterans Affairs

Daniel Pane
Federal Security Assurance Senior Analyst at Databricks

Michael Vacirca

Senior Engineering Manager

Kayla Underkoffler
Lead Security Technologist at HackerOne

Carlton Harris

Senior Vice President at End to End Enterprise Solutions

Josh Krueger
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Chief Information Security Officer at Project Hosts Inc.

Marci Womack

Director of Federal Practice at Schellman

Jim Beckner Il
Cloud Security Officer & Director of Quality Assurance at T-Metrics Inc.
5/15/2023 - 11/20/2023

Ravi Jagannathan
Senior Director of Global Certification and Trust at Palo Alto Networks
5/15/2023 - 11/28/2023

John Greenstein
General Manager of Public Sector and Global Sales at Bluescape
5/15/2023 - 5/15/2024

Ann Lewis

Director of Technology Transformation Services at General Services Administration
(GSA)

4/27/2023 - 5/1/2024
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Metrics & Key Milestones

Membership

i

15

Members on Committee

@

19

Total number of past
and present members

139

Applications
received in 2023 for
15 available seats

o

40

Applications
received in 2024 for
4 available seats

179

Total applications
received

Committee Activities

©

11

Open meetings held

33

Hours of open
meetings held

Priorities approved
in June 2023

recommendations
approved for initial
2023 priorities

Lz

$340,177.39

Total operating costs
for FY 2023

$382,341.48

Total estimated operating
costs for FY 2024

5 FSCAC

Stakeholder Engagement

©

21

Total public
comments received

7

Written public
comments received

14

Oral public comments
received

3,883

Total users visiting
FSCAC's website

8,757

Total unique pageviews
on FSCAC's website
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Timeline of Key Milestones & Events

Key Milestone

Date(s Purpose(s

or Event (s) pose(s)

Charter filed February 28, 2023 To establish the Committee.

Membership May 2, 2023 To appoint members to the Committee.

appointed

Inaugural meeting May 25, 2023 To determine the Committee's first course of action
held through a series of presentations and facilitated

discussions reviewing current state and examining top
priorities for the secure adoption of cloud computing
technologies in the Federal Government.

Meeting held July 20, 2023 To present the Committee with additional
information on FedRAMP through a series of
presentations and facilitated discussions reviewing
current state and examining top priorities for the
secure adoption of cloud computing technologies in
the federal government as well as a vote on the
Committee's first course of action.

Meeting series held Weekly from To present the Committee with additional
October 19, 2023 information on the Cloud Solution Provider (CSP)
through Authorization Path, ConMon Process, and
November 9, Automation Opportunities and Initiatives through in-
2023 depth presentations and facilitated discussions to

develop draft recommendations, and to provide the
Committee a working session to further discuss and
refine their draft deliverable.

Meeting held November 16, To present OMB's draft memo titled “Modernizing
2023 the Federal Risk Authorization Management Program
(FedRAMP)” for the Committee’s feedback and
discussion.
Meeting held January 11, 2023 To review the Committee’s finalized feedback

regarding their initial recommendations to the
GSA Administrator and to vote on their
deliverable to the GSA Administrator.
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Key Milestone

or Event Date(s) Purpose(s)

Meeting held February 15, 2024 To present to the Committee GSA's draft framework
for prioritizing critical and emerging technologies
offerings in the Federal Risk and Authorization
Management Program authorization process, as
directed in the Executive Order 14110 on Safe,
Secure, and Trustworthy Development and Use of
Artificial Intelligence.

Meeting held March 28, 2024 To present updates to the Office of Management and
Budget's (OMB) draft Memorandum titled
“Modernizing the Federal Risk Authorization
Management Program (FedRAMP)” (OMB Draft
Memo), FedRAMP's updates in response to the OMB
Draft Memo, and Third Party Assessment
Organization (3PAQ) user experiences with the
FedRAMP process in order to determine what priority
or priorities the Committee would like to work on

next.
Membership May 1, 2024 To appoint four (4) new members: two (2) of which
appointed filled vacancies, and two (2) of which filled terms

ending in May 2024.

Meeting held May 20, 2024 To vote on the 2023-2024 annual report, and to
continue deliberations and vote on what priority or
priorities the Committee would like to work on next.

10
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Summary Findings, Conclusions &
Recommendations

The Federal Secure Cloud Advisory Committee finalized and approved two deliverables this
year:

1. FSCAC Draft OMB Memo Feedback Letter to GSA Administrator, dated November 2023

2. FSCAC Recommendations Memo to the GSA Administrator on 2023 Priorities, dated
February 2024.

FSCAC Draft OMB Memo Feedback Letter to GSA
Administrator, November 2023

On the subject of the draft Office of Management and Budget’s Memo titled, “Modernizing
the Federal Risk Authorization Management Program,” the GSA Administrator tasked the
Federal Secure Cloud Advisory Committee (FSCAC) with reviewing the draft memo on
modernizing the Federal Risk Authorization Management Program (FedRAMP). The
Committee provided feedback on several areas:

e Standards/Process Changes:

o Concerns regarding the delegation of risk acceptance authority to the FedRAMP
PMO and its conflict with FISMA.

o Request for clarity on reciprocity with other security certification programs.
o Caution against removing FedRAMP as mandatory for Federal cloud service
acquisition.
e Small Business Concerns:

o Emphasis on the broadening of business use cases and cost-saving implications for
small businesses.

o Lack of consideration for costs and needs of small businesses in the draft memo.
o Recommendation to retain agencies' ability to authorize small businesses.
e Budget Implications:

o Anticipation of upfront costs due to automation, with expectations of long-term
benefits.

o Recommendation for OMB to coordinate mandates with budget considerations.

11
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o Opposition to prohibiting CSPs from creating separate cloud instances due to mission
needs and strategic advantages.

e Potential Benefits:

e Missing from Draft Memo:

o Need for guidance on risk thresholds, definitions of authorization terms, training for
stakeholders, separate paths for SaaS and small businesses, and a more pronounced
role for the FedRAMP PMO in continuous monitoring.

o Calls for clearer definitions on various terminology used in the memo, including
"host," "commercial cloud providers," and "usage of 3rd party audit regimes."

Additionally, the Committee emphasized the importance of clarity, specificity, and
consideration for small businesses in the draft memo's content and implementation. More
information around these recommendations can be found in the FSCAC Draft OMB Memo
Feedback Letter to GSA Administrator, November 2023 under the Official Findings,
Conclusions, & Recommendations section.

FSCAC Recommendations Memo to the GSA
Administrator, February 2024

For their initial recommendations to the GSA Administrator on 2023 priorities, the
Committee has identified three main areas for improvement in the FedRAMP program: Cloud
Service Provider (CSP) authorization path, continuous monitoring (ConMon) process, and
automation opportunities & initiatives. Recommendations include:

1. CSP Authorization Path:

O Establishing FedRAMP control inheritance from authoritative sources to reduce
costs and timeline.

o Expanding Cloud Security Offering (CSO) documentation to improve quality of
submissions.

o Developing a matrix for Software as a Service (SaaS) responsibilities and
streamlining the assessment process.
2. ConMon Process Improvements:
O Implementing an integrated tool for agency and FedRAMP authorizations.
O Integrating ConMon processes into existing streamlined processes.

o Centralizing ConMon processes within the FedRAMP framework for better risk
management.

12
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O Reviewing requirements, controls, and deliverables for automation opportunities.

3. Automation Opportunities & Initiatives:

O Bolstering OSCAL adoption and identifying areas suitable for automation.

0 Urgently calling for full funding of an automation support contract.

Overall, these recommendations aim to streamline processes, enhance monitoring, and
leverage automation to improve efficiency, reduce timelines, and lower costs associated with
FedRAMP assessments and authorizations. Collaboration with stakeholders and adoption of
industry standards are crucial for successful implementation.

Further information around these recommendations can be found in the FSCAC
Recommendations Memo to the GSA Administrator on 2023 Priorities, February 2024 under
the Official Findings, Conclusions, & Recommendations section.

13
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Official Findings, Conclusions &
Recommendations

The following deliverables have been reformatted to include in this report. Their original
versions are available for viewing on FSCAC's website at www.gsa.gov/FSCAC and are also
directly linked in their respective titles.

FSCAC Draft OMB Memo Feedback [ etter to GSA
Administrator, November 2023

November 20, 2023

Robin Carnahan
Administrator

General Services Administration

Federal Secure Cloud Advisory Committee Feedback to the GSA Administrator on the 2023 Draft Office
of Management and Budget Memo, “Modernizing the Federal Risk Authorization Management Program”

Background & Summary

The GSA Administrator requested that the Federal Secure Cloud Advisory Committee (FSCAC or the
Committee) review the draft Office of Management and Budget (OMB) Memo titled, "Modernizing the
Federal Risk Authorization Management Program (draft OMB Memo ),” and provide formal committee
feedback.

After careful deliberation, the Committee finds the draft OMB memo, although thorough and detailed,
lacking clarity and specificity in some key areas.

Overall, the FSCAC identified the following general areas of feedback:
e Standards/Process Changes

O  The draft OMB memo is advocating [provisional] risk acceptance authority of the FedRAMP
program management office (PMO). The FSCAC believes this is in conflict with the Federal
Information Systems Modernization Act (FISMA), which puts risk acceptance onto ClOs.

O The draft OMB memo is requesting reciprocity with other security certification programs.

O By rescinding the previous OMB memo, the draft OMB memo is suggesting the removal of
FedRAMP as mandatory for the Federal acquisition of cloud services.

e Small Business Concerns

14


http://www.gsa.gov/FSCAC
https://www.gsa.gov/system/files/Final_FSCAC_Feedback_Letter_to_GSA_Administrator_on_OMB%27s_Draft_FedRAMP_Memo_2023.pdf
https://www.gsa.gov/system/files/Final_FSCAC_Feedback_Letter_to_GSA_Administrator_on_OMB%27s_Draft_FedRAMP_Memo_2023.pdf

DocuSign Envelope ID: 2FAD71ED-8F65-4548-9F2A-9D3CA86C3A51

5 FSCAC

O OMB should be aware that the benefit of FEdRAMP to small businesses is a broadening of

business use cases and reuse/repeat sales, more than specific procedural improvements to
FedRAMP.

O The draft OMB memo fails to address costs to and needs of small businesses.

O The FSCAC believes agencies should retain the ability to authorize small businesses, using the
existing exception process.

e Budget Implications

0 The FSCAC believes the draft OMB memo guidance on automation may cause an increase in
upfront costs to all parties involved: Federal agencies, Cloud Service Providers (CSPs), and
third party assessment organizations (3PAQOs). We anticipate the long-term benefits of
automation will justify the one-time costs.

O The FSCAC strongly suggests OMB discuss the mandates in this draft OMB memo with the
budget side of OMB to ensure agencies taking specific roles in the work described in the draft
memo have the funding to meet the mandate.

e Potential Benefits

O The draft OMB memo states that the FedRAMP program should not incentivize CSPs to create
separate commercial and government cloud instances, which promises cost savings for
government and industry. The FSCAC believes the draft OMB memo should not prohibit the
practice because some agencies consider this to be “mission need,” and some CSPs consider
this to be a strategic advantage.

® Missing from draft OMB memo:

O The draft OMB memo should include guidance on determining minimum acceptable risk
thresholds for categories of security packages. This should be the standard regardless of the
authorization path and would make joint authorizations more feasible.

O The draft OMB memo should include clear definitions of PATO vs ATO and when agencies vs
FedRAMP PMO issue provisional guidance.

O The draft OMB memo should include guidance on the FedRAMP PMO providing training and
education to all stakeholders, especially small businesses.

O The draft OMB memo should consider including a separate formal path for SaaS or small
business SaaS.

O FSCAC believes the draft OMB memo should make a more pronounced role for the FedRAMP
PMO for continuous monitoring (ConMon) for all CSPs.

e The draft OMB memo needs to make the following terms more specific, so that guidance can be
implementable:

O The draft OMB memo should include definition and clarity on terminology around the use of
authorization, provisional authorization, FedRAMP authorization, etc.

15
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O The draft OMB memo should include definition and clarity on the term “host,” as systems are
hosted on laaS, sometimes on Paa$, but not on Saa$; SaaS are used. Clear terminology will
ensure consistent application of FedRAMP requirements.

O The draft OMB memo should include a definition and clarification on cross-Government
shared services. FSCAC believes the draft OMB memo should expand FedRAMP to any
environment (cloud-hosted, on-prem, etc.) and focus more specifically on risk.

O The draft OMB memo should include a definition on the term, “commercial cloud providers.”

O  The draft OMB memo should include a definition on the term, “usage of 3rd party audit
regimes.”

Appendix A lists individual comments submitted by FSCAC members and may not reflect the views of all
members of the Committee.

Cordially,

Ann Lewis
FSCAC Chair

16
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Feedback is organized by the section of the draft OMB memo it relates to. All direct quotes
from the draft OMB memo are italicized.

Appendix A: Compilation of Individual FSCAC members Feedback

|. Background

No comments received.

Il. Vision

“FedRAMP should not incentivize or require commercial cloud providers to create separate,
dedicated infrastructure for Federal use, whether through its application of Federal security
frameworks or other program operations.” (page 4)

Any step to allow for a mix of government and commercial customers when

dealing with Moderate or lower impact levels would be a huge savings for many
CSPs.

“The FedRAMP Board, composed of Federal technology leaders appointed by OMB, ...” (page

4)
It is important to ensure this board contains small business representatives. There
are a large number of small business CSPs that can provide valuable services to
the government. The incredible cost of FedRAMP is a barrier to entry. There have
been multiple public comments to FSCAC regarding small businesses being
negatively affected by cost and resource requirements.The committee
recommends costs remain as low as possible both in money and in resources to
support small business concerns.

“Leverage shared infrastructure between the Federal Government and private sector.” (page 4)

This can have potential impact on the NIST Cybersecurity RMF which mainly
focuses on securing Federal Information systems. The framework will have to be
updated to reflect this change.

“Rapidly increase the size of the FedRAMP marketplace by offering multiple authorization
structures.” (page 3)

This requirement translates to an increased operational impact to all federal
agencies.

“Streamlining processes through automation.” (page 4)

Significant challenge to identify, implement and support an Enterprise solution
across the federal workspace.

l1l. Scope of FedRAMP

17
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“Those products and services are: (1) commercially offered cloud products and services (such
as Infrastructure-as-a-Service, Platform-as-a-Service, and Software-as-a-Service) that host
information systems that are operated by an agency, or on behalf of an agency by a contractor
or other organization.” (page 4)

These products and services (laaS, PaaS, SaaS) are more complex/diverse,
requiring a broader support base (skill set base) for our Cloud Support Team (CST)
than the originally focused FedRAMP memo that initially looked at laaS only 10
years ago.

“Cross-Government shared services...” (page 4)

There are no current documented requirements for a CSP to be defined as a
Cross-Government shared service.

“Publicly available social media or communications platforms governed under Federal agency
social media policies, in which Federal employees or support contractors may or may not enter
Federal information.” (page 5)

This is a potential risk and should be considered to be in FedRAMP’s scope.

IV. The FedRAMP Authorization Process

“To that end, if a given cloud product or service has a FedRAMP authorization of any kind, the
Act requires that agencies must presume the security assessment documented in the
authorization package is adequate for their use in issuing an authorization to operate, and that
neither additional security controls nor additional assessments of those controls are required.”
(page 5) (Emphasis added)

This statement is factually incorrect. The FedRAMP authorization only covers
roughly 2/3 of the controls listed by NIST and required by FISMA to issue an
ATO. The other third are part of the baseline that the agency is responsible for
evaluating. Moreover, 44 U.S.C. § 3613(e)(1) only states that those controls as
assessed as part of the authorization are sufficient for agency acceptance, and not
that those controls are the only ones needed to issue an ATO. Please refer to
NIST 800-53B rev 5, Chapter 3 for the full list of controls required by impact
level, and compare to FedRAMP's security controls baseline.

https://csrc.nist.gov/pubs/sp/800/53/b/updl/final

https://www.fedramp.gov/baselines/

Recommend to update this language to make it clear that other controls
are indeed needed for an ATO and required by law.

“A joint-agency authorization...” (page 7)

One of the painful starts to the FEdRAMP program is finding a sponsor for
FedRAMP ATOs. If two or more agencies can share in the responsibility, it may
make things easier to find and secure a sponsor.

18
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As mentioned above, finding a sponsor can be difficult and can lead to delays of
providing services to the government. StateRAMP has this process already where
a sponsor is not needed, nor is the intense process of the legacy JAB. There are
many CSPs that have CSOs that would benefit the government, but there is a
trust issue with agencies having to use a FedRAMP solution, but the FedRAMP
solution can't exist until an agency uses it.

“A program authorization...” (page 7)

“The authorization process must integrate agile principles...” (page 8)

This was discussed heavily in the FSCAC meetings where FedRAMP is not agile
enough, especially for SaaS solutions. Heavy focus should be put into prioritizing
specific controls and/or other risk items that have surfaced. While the list of core
controls for an annual assessment is useful, other factors should be in place that
would be based on the current risk environment.

In response to the authorization process improvements and their need to be agile
on page 8, currently FedRAMP is heavy on documentation, and the assumption is
that all (let's say) FIPS 199 moderate classified systems are like all other FIPS 199
moderate classified systems and thus require the same paperwork, and perhaps a
more risk-based baseline approach rather than the generation of documentation
as the baseline would be more efficient as well as more secure.

“The FedRAMP PMO is responsible for ensuring that the types of authorizations described
above successfully achieve their goals, and for generally enabling Federal agencies to safely
meet their mission needs. The FedRAMP PMO oversees the process for all Fe[dRAMP
authorizations, and works with agency program staff and authorizing officials to make
necessary risk management decisions.” (page 7)

It is not explicitly clear that the preceding authorization types still have to
ultimately undergo FedRAMP authorization issued by PMO separate from any
agency authorization, joint agency authorization, etc.

Recommendation: State that despite the expansion of the authorization
types, FedRAMP authorization by the PMO is still required in addition to
any agency authorization granted (where required per the authorization
type).

“Agency authorizing officials determine acceptable risk for their agency, and the FedRAMP
Director determines acceptable risk for what can be called a FedRAMP authorization.” (page
7)

Historically speaking the PMO has repeatedly stated that they "cannot accept
risk," and this statement is in conflict with that. The program authorization path is
also in conflict with this.

Recommendation: FedRAMP PMO must be allowed to accept risk, and
this must be documented as a responsibility. This will be particularly
important in the context of a program authorization. Else, the PMO wiill

19
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default to zero risk, and that is unattainable in FedRAMP with the
stringent requirements.

"The FedRAMP Director should draw on technical expertise across government and industry as
necessary to ensure that appropriate teams can conduct these assessments." (page 8)

"Appropriate teams to conduct assessments" is misleading since largely accredited
3PAOs perform this work.

Recommendation: Clarify that assessments are performed by 3PAOs.
Historically speaking, JAB and some agencies required accredited 3PAOs,
but some did not. Since the primary concern of PMO is quality issues,
requiring formal 3PAOs would do some to relieve these concerns.

“The FedRAMP Program will update its security baselines to align with a threat-based analysis,
produced in collaboration with the Department of Homeland Security’s (DHS) Cybersecurity
and Infrastructure Security Agency (CISA), that focuses on the application of those controls
that address the most salient threats." (page 8)

While active technical controls are important, there is still a need for things like
documentation and backup testing and other controls that may not be at the top
of the list for what CISA has determined to be the most salient threats, but there
is still merit for these controls to be implemented by CSPs and integrated into the
lifecycle.

Recommend that more guidance be issued here or guidelines or
expectations to ensure that the overall security of the system not be
reduced/compromised. FedRAMP baselines are based on FISMA and
tailored from there.

“GSA, in consultation with the FedRAMP Board and the Chief Information Officers Council,
develops criteria for prioritizing products and services expected to receive a FedRAMP
authorization.! GSA will ensure that these criteria prioritize products and services based on
agency demand, and critical technologies that might otherwise remain unavailable to agencies,
while facilitating the goals of this policy, such as automation, shared commercial platforms,
and reuse.” (page 9)

What purpose does prioritization serve and how does it impact the authorization
types? How will it be enforced among CSPs and 3PAQOs?

Recommendation: More clarity needs to be provided here.

“To identify more cloud services that could become FedRAMP authorized, and to accelerate
their eventual path to being authorized, FedRAMP will provide additional procedures for the
issuance of a type of preliminary authorization that would allowFederal agencies to pilot the
use of new cloud services that do not yet have a full FedRAMP authorization. Consistent with
FedRAMP'’s policies and procedures, such a preliminary authorization would provide for use of
the covered product or service on a trial basis for a limited period of time, not to exceed

144 U.S.C. § 3609(b)(2).
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twelve months, with the goal of more easily supporting a potential FedRAMP authorization.”
(page 9)
A preliminary authorization is another authorization type.

Recommendation: This should also be addressed on page 7 with the list of
other authorization types.

The point of this sounds very similar to the existing FedRAMP Ready process.

Recommend building on the existing FedRAMP Ready process to
formalize the preliminary authorization. Recommend that FedRAMP
elevate the increasingly demanding and stringent FedRAMP Ready
process to the Preliminary Authorization, then revamp the Ready process
back to its original intent.

Single-agency authorization: “The FedRAMP Director is responsible for ensuring that the
authorization can reasonably support reuse by agencies with similar needs.” (page 6)

This statement conflicts with the purpose of this type of authorization. It appears
to go through the same review and approval as it does today for agency

sponsored CSPs. It seems redundant to review again once an agency authorizes
the CSP.

Joint-agency authorization: “signed by two or more Federal agencies’ authorizing officials, that
indicates that the agencies assessed a cloud service’s security posture and found it
acceptable.” (page 7)

The process for an agency identifying another agency interested in the same CSP
is not defined. There needs to be a means for the agencies to know this level of
interest. Other agencies that will be utilizing the JA authorization will still need to
issue an agency ATO.

The addition of FedRAMPs ability to support multiple ATO types discussed on
pages 6 and 7 (i.e. a joint agency authorization) should open the door for agencies
to use FedRAMP more effectively, such as improving reciprocity.
“A program authorization, signed by the FedRAMP Director, that indicates that the Program
assessed a cloud service’s security posture and found it met FedRAMP requirements and is
acceptable for re-use by agency authorizing officials.” (page 7)

This type of authorization should be signed by the FedRAMP Board instead of the
director before use. It's not clear what is meant by “...acceptable for re-use by
agency authorizing officials.”

“FedRAMP reviews are not limited to reviewing documentation, and may direct that intensive,
expert-led “red team.” (page 7)

Clear direction must be documented: who leads the “red team,” the agency or the
PMO?

“To identify more cloud services that could become FedRAMP authorized, and to accelerate
their eventual path to being authorized, FedRAMP will provide additional procedures for the
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issuance of a type of preliminary authorization that would allow Federal agencies to pilot the
use of new cloud services that do not yet have a full FedRAMP authorization.” (page 9)

The type of data used (federal or dummy) needs to be defined prior to the pilot.
Page 5, overall

Need a process for expediting FR ATO reviews at the PMO - suggest mandatory
RAR for any new CSP (i.e. one that doesn’t already have a FR offering) coming
into the process, or potentially for CSPs working with a new agency that has
never sponsored a CSP before.

Need better communications from PMO wrt package progress, updates, etc.

Need a minimum risk posture for agencies to adhere to (i.e. some risks are
accepted, others must be fixed prior to ATO) so that all agencies and CSPs know
the minimum bar

“This presumption of the adequacy of FedRAMP authorizations does not supersede or conflict
with the authorities and responsibilities of agency heads under FISMA to make determinations
about their security needs. An agency may overcome this presumption if the agency
determines that it has a “demonstrable need” for security requirements beyond those reflected
in the FedRAMP authorization package,? or that the information in the existing package is
“wholly or substantially deficient for the purposes of performing an authorization” of a given
product or service.® The FedRAMP Director remains responsible for deciding whether an
agency’s additional security needs merit devoting additional FedRAMP resources and
conducting additional FedRAMP authorization work to support a revised package. If additional
authorization work is conducted and a new authorization is issued, the sponsoring agency
must also document in the resulting authorization package the reasons that it found the
existing FedRAMP package deficient. However, these instances should be uncommon, in
keeping with this policy of presuming the adequacy of FedRAMP authorizations.” (page 5-6)

It would be helpful to provide criteria in how the FedRAMP board and/or Director
determines if a package may require additional work.

V. Automation and Efficiency

“Additionally, many existing cloud offerings have implemented or received certifications for
external security frameworks.” (page 10)

It would be beneficial to have reciprocity with other certifications. StateRAMP
has taken this approach with HITRUST in that having one can allow for reciprocity
on the other. If having FedRAMP also gets you 90% of the way to other
compliance programs, more CSPs will be willing to go through the FedRAMP

2 1d. § 3613(e)(2)(B).
3 1d. § 3613(b).
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process. They will receive a bigger return on investment if having FedRAMP also
gets them 90% of the way to PCI, SOC 2, ISO 27001, etc.

“To accelerate the adoption of secure cloud computing products and services, FedRAMP must
maintain an analysis of what controls can be shared between cloud products and services that
rely on an underlying platform or infrastructure offering. FedRAMP will use that analysis to
create guidance that streamlines authorizations for cloud services that use FedRAMP
authorized infrastructure or platforms.” (page 10)

Recommend that in addition to the CIS and CRM that a successful package be
required to include a configuration guide for any customer configurations that
must be made in the CSO to ensure full compliance. Note that some customer
responsibilities will be not configurable within the CSO and will remain a
customer responsibility of the CSP outside the CSO.

“Therefore, FedRAMP will establish standards for accepting external cloud security
frameworks and certifications, based on its assessment of relevant risks and the needs of
Federal agencies. This will include leveraging external security control assessments and
evaluations in lieu of newly performed assessments, as well as designating certifications
that can serve as a full FedRAMP authorization, especially for lower-risk products and
services. FedRAMP may make risk management decisions regarding acceptable controls
for certain situations or types of cloud offerings where there are gaps or misalignments
between Federal and external security frameworks, weighing whether broader
interoperability with industry security processes, reduced burden on providers, or further
streamlining of FedRAMP authorizations and processes may justify acceptance of a given
level of security risk any.” (page 10)

FedRAMP exists because no other framework meets the intent nor the
requirements. There is no other framework that focuses on a cloud service
offering boundary like FedRAMP does with the stringency and prescriptiveness
that are seen in the controls and FedRAMP-designated parameters.

More clarity is required here, and FedRAMP should be instructed to
coordinate with 3PAOs and related stakeholders to determine if this order
is even feasible. One compromise could be that 3PAOs could be given
more flexibility to utilize other assessment evidence and determinations to
leverage in FedRAMP assessment testing within a certain rule of thumb.
Currently, 3PAOs and CSPs are limited by timeliness of evidence
thresholds among general lack of interoperability of FeEdRAMP's stringent
requirements (which is by design).

VI. Continuous Monitoring

“Avoids incentivizing the bifurcation of cloud services into commercially-focused and
Government-focused instances. In general, to promote both security and agility, Federal
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agencies should be using the same infrastructure relied on by the rest of CSPs’ customer
base." (page 11)

Many CSPs make the difficult decision to operate multiple CSOs for dedicated
workloads for a variety of reasons - desire to move to IL4 or IL5 that have logical
and physical separation for gov-only community clouds, but also because, and
most often, commercial customers do not want to be held to the stringent
security requirements of FedRAMP. While commercial customers may be fine
with certain credential requirements, they may not want the headache and cost of
phishing-resistant MFA no matter the gain in security when it's not
mandated/required for them. FedRAMP is a significantly higher bar than most.

Reconsider the messaging here, particularly any adverse effects for CSPs
that still choose to go down the dual offering path as well as any CSPs that
currently operate this way. This statement seems somewhat out of touch
with the challenges that CSPs face in both the commercial and fed spaces
and serving both.

“The FedRAMP PMO will set this standard level of monitoring support by analyzing and
identifying the highest-impact controls for ensuring security of FedRAMP products and
services." (page 11)

The statement is contradictory. If the FedRAMP Board is responsible for setting
the requirements and baselines, then it seems logical that they would define the
required control selections for annual continuous monitoring assessments.
Review roles and responsibilities to ensure they are defined logically
between the Board and PMO.
"The FedRAMP PMO may conduct a special review of existing FedRAMP authorizations
(regardless of authorization type)." (page 11)

Purpose for this review and circumstances in which it would be invoked are
unclear.

Clarify and provide additional context and purpose.
“When the FedRAMP PMO becomes aware of vulnerabilities in a CSP with a FedRAMP
authorization, it will provide that information to the CSP and impacted agencies for
remediation and establish escalation pathways for vulnerabilities not sufficiently
addressed in a timely manner." (page 12)

"Vulnerabilities" is extremely broad and after performing hundreds of FedRAMP
Assessments.This type of directive is dangerous without a more clearly defined
purpose, boundaries/guardrails, and qualifiers for triggering this process.

More bounds are needed for this and more clearly defined instructions
and triggers.
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"The FedRAMP PMO will develop and maintain procedures for responding to CISA
Binding Operational and Emergency Directives, in collaboration with CISA, OMB, and the
FedRAMP Board." (page 12)

PMO procedures without adequate and timely and consistent dissemination to all
stakeholders (CSPs, 3PAOs, etc.) is frankly useless and creates confusion for all
stakeholders and additional costs for CSPs. It also leads to many of the quality
concerns noted by the PMO.
Additional mandates should be issued to FedRAMP PMO to ensure all
documentation is updated timely and consistently, and disseminated to
stakeholders.
“FedRAMP should seek input from CSPs and develop processes that enable CSPs to
maintain an agile deployment lifecycle that does not require advance government
approval.” (page 11)

Advance government approval needs to be defined.

“The FedRAMP PMQ, in coordination with the Board and CISA, is responsible for
establishing a framework for continuous monitoring of cloud services and products.”
(page 11)

Need to ensure these changes are in compliance with NIST 800-137 Continuous

Monitoring Process.

“Calls for advance notice from CSPs of upcoming security-relevant changes to the
FedRAMP-authorized cloud product or service without requiring advance approval from
the Government.” (page 11)

Clear definition of “advanced approval” is needed to avoid a potential risk.
“Avoids incentivizing the bifurcation of cloud services into commercially-focused and
Government-focused instances. In general, to promote both security and agility, Federal
agencies should be using the same infrastructure relied on by the rest of CSPs’ customer
base.” (page 11)

Separation and protection of federal data from commercial data will be key for

this to work.

“Once approved, the FedRAMP Director will work with the FedRAMP Board to jointly
convene a technical working group consisting of members from across the Federal
Government with relevant expertise.” (page 11)

Requirements for the technical working group membership needs to be defined.

VII. Roles and Responsibilities
“To further strengthen the FeEdRAMP program, each agency must: 1) Upon issuance of

an agency authorization to operate based on a FedRAMP authorization, provide a copy of
the authorization-to-operate letter and any relevant supplementary information to the
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FedRAMP PMO, including configuration information as applicable; 2) Ensure
authorization package materials are provided to the FedRAMP PMO using machine-
readable and interoperable formats, in accordance with any applicable guidance from the
FedRAMP program; 3) Ensure that agency system-inventory tools can ingest machine
readable authorization artifacts; 4) Provide data and information concerning how they are
meeting relevant security metrics, in accordance with OMB guidance; and 5) Ensure that
relevant contracts include the FedRAMP security authorization requirements with which
the contractor must comply.” (page 15)

This memo is lacking a To: line, Authority, or Definitions section, explicitly listing
what agencies this memo applies to. As such, this section creates a very large
burden of work on small, non-CFO Act agencies in reporting ATO data back to
the FedRAMP PMO - data which in all likelihood will never be used.

Recommend amending this to explicitly state only CFO Act agencies are
required to comply, in accordance with FITARA and alignment with other
similar memos, which typically read: “The requirements in this
Memorandum apply to the 24 Federal agencies covered by the Chief
Financial Officers (CFO) Act of 1990, including the Department of
Defense.” (from M-19-19).
“Ensure authorization package materials are provided to the FedRAMP PMO using
machine-readable and interoperable formats, in accordance with any applicable guidance
from the FedRAMP program.” (page 15)
This can only be achieved if the FedRAMP PMO has streamlined automated
standards e.g., Open Security Controls Assessment Language (OSCAL).
“Provide data and information concerning how they are meeting relevant security
metrics, in accordance with OMB guidance.” (page 15)
Currently FedRAMP related metrics are reported under metric 1.5: “Report the
types of Cloud Services the OpDiv is using by cloud service provider(s) and what
service(s) the OpDiv is receiving. (e.g., mail, database, etc.). (NIST SP 800-145)
“GSA resources, administers, and operates the FedRAMP program office, and is
responsible for the successful implementation of FedRAMP.” (page 12)
| think some Agency training should be an additional responsibility. Many
agencies are still lagging behind the top 1% of agencies / JAB / CSPs in terms of
understanding FedRAMP and applying the guidance that is provided.
“The FedRAMP Board consists of up to seven senior officials or experts from agencies
that are appointed by OMB in consultation with GSA...” (page 13)
Should this section also include “Issue FedRAMP authorizations and conduct
Continuous Monitoring” in some capacity? The FedRAMP Board will have the
authority to issue authorizations.

“To further strengthen the FedRAMP program, each agency must...” (page 15)
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Should this section also include “Issue FedRAMP authorizations and conduct
Continuous Monitoring” in some capacity? Agencies will have the authority to
issue authorizations.

VIII. Industry Engagement

No comments received.

IX. Implementation

“Within 180 days of issuance of this memorandum, each agency must issue or update
agency-wide policy that aligns with the requirements of this memorandum. This agency
policy must promote the use of cloud computing products and services that meet
FedRAMP security requirements and other risk-based performance requirements as
determined by OMB, in consultation with GSA and CISA.... This memorandum rescinds
“Security Authorization of Information Systems in Cloud Computing,” issued by the
Federal Chief Information Officer on December 8, 2011.” (page 17)

By completely rescinding the previous memo but not preserving section 4.d. in
this memo, OMB has removed the requirement that agencies must use FedRAMP
at all.

Recommend that this new memo should restore section 4.d. in its entirety
appended to VIl.d., including the preservation of 4.d.vii. which provides
the critically-needed exception clause, without which many agencies
would have been unable to meet their statutory requirements in
responding to the COVID-19 pandemic.

X. Rescissions

No comments received.

Xl. Policy and Program Implementation Assistance

No comments received.

Additional General Comments

The concept of the Technical Representatives (GSA, DHS, DOD) that today provide JAB
authorizations, continuous monitoring, and change management to the FeEdRAMP PMO
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is absent in the draft memo. It is unclear if the FedRAMP Technical Advisory Group or
the FedRAMP PMO is going to assume these functions. The manpower and budget
required to fulfill the TR role is extensive and not covered today or in the draft memo.
This is a glaring gap in the memo and may point to a lack of understanding of the
manpower and budget required by an agency TR. Without a sufficient organizational
construct and the appropriate budget, the TR function cannot continue as it exists today.

Generally the memo was a big step forward and addresses many of the challenges we've
been discussing within FSCAC. It provides a clear path for assisting with efforts within
federal agencies that can help move Saa$S further and smoother, a huge anticipated area
of expansion.

There's also not a clear understanding of SaaS, and many groups are applying "old school"
requirements meant for on-prem and/or VAEC to SaaS when it just doesn't make sense
to do so. | know this has been discussed many times, but | think it's really important to
have quicker, clearer, and more consistent guidance on SaaS, perhaps specifically calling
out inappropriate legacy controls that don't make sense for SaaS products.
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FSCAC Recommendations Memo to the GSA
Administrator on 2023 Priorities, February 2024

February 29, 2024

Robin Carnahan
U.S. General Services Administration Administrator

Ann Lewis
Federal Secure Cloud Advisory Committee Chair

Federal Secure Cloud Advisory Committee (FSCAC)’s Initial FedRAMP
Recommendations to the GSA Administrator

Executive Summary

Recommendations for CSP Authorization Path Improvements, ConMon Process Enhancements, and
Automation Opportunities

This executive summary outlines key recommendations commissioned and approved by FSCAC to
enhance the stakeholder experience for Cloud Service Providers (CSPs), third party assessment
organizations (3PAOs), agencies, and the Federal Risk and Authorization Management Program
(FedRAMP) Program Management Office (PMO). Additional recommendations were made by
individual committee members that were not broadly approved by the committee; however, the
committee will continue to analyze and review those additional recommendations in their future work.

After numerous briefings and deep dives into the current state and future needs of FedRAMP, the
Committee identified improvements that cover three main areas: the CSP authorization path, the
continuous monitoring (ConMon) process, and automation opportunities & initiatives. These three
priorities were voted on and approved by the Committee in FSCAC's July 2023 meeting, and
subsequently, the Committee has worked diligently to identify three (3) top recommendations related
to each of these initiatives aimed at reducing the time, effort, and costs associated with the U.S.
General Services Administration (GSA)'s FedRAMP program.

CSP Authorization Path

The main problem that the Committee has identified is that the authorization process, which assesses
the security and risk of federal cloud offerings and issues FedRAMP authorizations, is full of manual
and time intensive tasks that can be subject to quality issues. Thus, it is costly for CSPs and takes a
long time relative to operational needs to achieve a FedRAMP authorization. The current process is
not set up to scale to the current demand or anticipated exponential growth.
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1. In order to alleviate these concerns, FSCAC recommends that the FeEdRAMP PMO review and
establish FedRAMP control inheritance. This involves mapping works from authoritative sources
like National Institute of Standards and Technology (NIST), International Organization of
Standardization (ISO), Payment Card Industry Security Standards Council (PCl), and specific
government departments for reciprocity, such as the Department of Defense (DoD), Department
of State (DoS), and Department of Justice (DolJ). By focusing on control inheritance, the costs and
timeline associated with a FedRAMP authorization for CSPs, 3PAOs, and the FedRAMP PMO are
reduced.

2. Additionally, we recommend that the FEdRAMP PMO consider expanding the Cloud Security
Offering (CSO) security package documentation to include baselines and deployment guides,
ensuring customers comprehend how to configure CSOs to meet security requirements.
Collaboration with the NIST’s National Cybersecurity Center of Excellence (NCCoE) is
recommended to further develop profiles, guidance, and how-to guides. By expanding the CSO
security package documentation, the quality of submissions will be improved, again reducing time
and costs associated with a FedRAMP Authorization for CSPs, 3PAOs, and the FedRAMP PMO.

3. Lastly, this Committee recommends the FeEdRAMP PMO establish a matrix detailing fully
inherited and hybrid responsibilities for Software as a Service (SaaS) and the development of a
Saa$ assessment process utilizing existing assessment frameworks. A low effort change, this
improvement will help specifically SaaS CSOs achieve FedRAMP authorization in a shortened
period of time, while clearly communicating the risks in the use of a SaaS CSO to agencies.

ConMon Process Improvements

In regards to ConMon, the main problems that the Committee has identified are that the current
ConMon process, defined by monthly vulnerability scans and annual control assessments, is inefficient,
manual, labor intensive, and too costly.

1. For ConMon process improvements, FSCAC recommends implementing an integrated tool, such
as a Governance, Risk, and Compliance (GRC) tool, for agency and FedRAMP authorizations as
soon as possible. This tool would provide a unified view of assessment and change request data
for a comprehensive risk picture, improving a CSP’s ability to detect and respond quickly to threats
in the environment.

2. Additionally, we recommend the integration of ConMon processes into the existing work on
streamlined processes, such as Open Security Controls Assessment Language (OSCAL) and
Electronic Governance Risk Compliance (EGRC). By standardizing the language used, the PMQO'’s
level of effort to maintain and share ConMon data will be dramatically reduced.

3. Lastly, this Committee recommends centralizing ConMon processes for agency authorizations
within the FedRAMP framework, which will significantly improve an agency'’s ability to make
data-based decisions regarding their environment’s acceptable level of risk.
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Automation Opportunities & Initiatives

The main problem that the Committee has identified is that every facet of the FedRAMP process is
manual. There is an opportunity to introduce automation to address the lengthy timelines to
marketplace for CSOs. Performing monthly continuous monitoring is also a burden for agencies, so
streamlining and automating this process would be helpful while providing better quality data.
However, the focus of automation should be not only the process, but also the outcomes in order to
ensure we have secure, authorized solutions that are easily leverageable by agencies.

1. Interms of specific Automation Opportunities and Initiatives, FSCAC strongly recommends the
FedRAMP PMO review the current set of requirements, controls, and deliverables to identify
opportunities for descoping less relevant elements and establishing reciprocity with overlapping
frameworks. Collaboration with stakeholders and industry will be crucial in the success of this
recommendation. By standardizing the framework, the security of cloud offerings is enhanced
while the time and cost associated with FedRAMP authorizations will be reduced.

2. Inorder to support the foundation of automation within the FedRAMP processes, GSA should
continue to support the FEdRAMP PMO in their effort to bolster and incentivize OSCAL
adoption by external stakeholders and review areas suitable for automation within the
authorization process workflow. This might involve the FedRAMP PMO setting up a work group
to drive industry participation in developing, maintaining, and adopting automation technologies.
There may be an additional cost that a small business may incur in the short term for longer term
savings. However, as automation is implemented, stakeholders will experience reduced
maintenance and supportability costs in the operations sphere.

3. Finally, this Committee would like to urgently call for the full funding, potentially multi-year, of an
award for an automation support contract to assist agencies and the FedRAMP PMO in
implementing and maintaining these critically important automation initiatives. By having
additional support for agencies, the costs and manpower associated with FedRAMP authorizations
will also be reduced.

In summary, these recommendations collectively aim to streamline CSP authorization processes,
enhance continuous monitoring, and leverage automation to improve efficiency, reduce timelines, and
lower the overall cost of assessments and authorizations. Successful implementation by the FedRAMP
PMO and GSA will require effective collaboration with relevant stakeholders and the adoption of
industry-accepted standards.
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